SMTP bezpecné aneb nezapomnéli jsme na postu?

Ing. Tomas Hala

IT Security & Operations manager
ACTIVE 24, s.r.o.

@tomashala
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Petr Benes <petr.benes@obchod.wuestenrot.cz>

RE: bydlisté

Dobry veder

-

From: Tomas Hala

Sent: Thurs

To: Petr Bene

Subject: Re: bydlisté

Dobry den,

dnes jsem si vyzvedl novou obcanku. 5tac¢i vam ¢islo nebo chcete ten scan? A jestli scan, je moiné ho uploadovat néjakou bezpecnou cestou nebo to chcete jen takto do emailu?
S pozdravem Tomas Hala

Dne 2.1.2018 v 09:13 Petr Bened napsal(a):
Dobry den, pane Halo, jsem tento tyden mimo Prahu, mate novy OF?

Mizete poslat sken?
Budu 8.1.
Dékuji za pochopeni,

Petr Benes




$ dig +short MX obchod.wuestenrot.cz
20 antispam2.wia.cz.
10 antispam1.wia.cz.



(@ Nezabezpeceno ]Wia.cz

% - & @ O

Tento web pouziva soubory cookie. Setrvanim na t&chto strankach scuhlasite s jejich pouZivanim.

©w riLLrre ‘ komplexni telekomunikacni fegeni

L

bezdratove bezdratove pripojeni bezdratove pevng pripojeni
pripojeni pripojeni

AirMAX WiFi 5G DSL

s DSL S

L . R . —
AL uvodni stranka profil  zAkaznicky program  akce

Google

pevna linka oplicke pripojeni

SIPY FIBER

Jesteé rychlejsi DSL internet
od 339 K&/mes.

" Platte rychle a spolehlivé — kartou nebo online pfevody. pPadu
Zadné smlouvy ani zavazky.
Instalace zdarma.

Objednavejte na

aktuality dokumenty pracovni pfileZitosti kontakt zjisténi IP adresy ﬂ D m E l@l

© 2018 WIA spol. s 1. 0.




antispaml.wia.cz.

W AntiSPAM
'r17//=4

Language: English (English)
Email Address: |

Password:

Login




SSL check results of obchod.wuestenrot.cz

Discover if the mail servers for obchod.wuestenrot.cz can be reached through @
a secure connection. You can also bulk check multiple servers.

To establish a secure connection a mail server has to offer STARTTLS (SSL), a trustworthy SSL certificate, support for the Diffie-Hellman-Algorithm to guarantee Perfect Forward
Secrecy and must not be vulnerable against the Heartbleed attack. Futhermore we recommend using end-to-end encryption with GnuPG.

Summary

Report created Sat, 06 Oct 2018 11:17:18 +0000 ®JSON | £ Refresh
Certificates @ Protocol DANE @
Problems found Problems found Missing

The mailservers of obchod.wuestenrot.cz can be reached through an encrypted connection.

However, we found problems that may affect the security

Servers

Incoming Mails

These servers are responsible for incoming mails to @obchod.wuestenrot.cz addresses.

Hostname / IP

address Priority STARTTLS Certificates Protocol
antispam1.wia.cz 10 supported *.wia.cz v DANE®@ ? missing TLSv1.2 2 minutes
80.250.3.18 v PFS@  supported TLSv1.1  ago
Heartbleed ® + not vulnerable TLSv1.0 120s
Weak ciphers A supported SSLv3
+ ECDHE_RSA_WITH_RC4 128 SHA A

. SSL_RSA_WITH_RC4_128 SHA

antispam2.wia.cz 20 supported smtp.bpv-bp.com DANE@ ? missing TLSv1.2 2 minutes

317.247.78 " A PFS@ + supported TLSv11  ago
Heartbleed @ + not vulnerable TLSv1.0 120s
Weak ciphers A supported SSLv3

. SSL_RSA_EXPORT WITH_RC4 40 MD5 A
. SSL_RSA_WITH_RC4_128 SHA




host pop3.wia.cz

pop3.wia.cz is an alias for mail2.wia.cz.
mail2.wia.cz has address 80.250.3.10
mail2.wia.cz has IPv6 address 2a01:6400:2:22::2

$ host imap.wia.cz

imap.wia.cz is an alias for mail2.wia.cz.
mail2.wia.cz has address 80.250.3.10
mail2.wia.cz has IPv6 address 2a01:6400:2:22::2



$ telnet pop3.wia.cz 110
Trying 2a01:6400:2:22::2...
Connected to mail2.wia.cz.
Escape character is ']
+OK Hello there.

USER test

+OK Password required.
PASS test

-ERR Login failed.



$ nmap antispam1.wia.cz

Starting Nmap 7.01 ( https://nmap.org ) at 2018-10-06 13:25 CEST

Stats: 0:00:21 elapsed; 0 hosts completed (1 up), 1 undergoing Connect Scan
Connect Scan Timing: About 27.85% done; ETC: 13:26 (0:00:54 remaining)
Interesting ports on antispam.wia.cz (80.250.3.18):

Not shown: 1691 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

80/tcp open http

199/tcp open smux

443/tcp open https

9432/tcp open postgres
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C 7.l 61% 0 23:41

NASTAVENi SERVERU

E-ma

test@example.comH

() Zzobrazit heslo

PRIHLASIT




C 7.l 61%m23:41

NASTAVENi SERVERU

Pied odeslanim e-maill je
vyzadovano oveéreni

O Zobrazit heslo

PRIHLASIT




C 7.l 61%m23:41

NASTAVENI SERVERU

E-mail

test@example.com

SSL (akceptuje vSechny certifikaty)

TLS

TLS (akceptuje vSechny certifikaty)

L A e S R

Zadna v

PRIHLASIT
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Root.cz - 2015

Root.cz » Bezpecnost » Bezpecénéjsi pfedavani posty s TLSA zdznamy

Bezpecnejsi predavani posty s TLSA zaznamy

© 20.11.2015

DNS zaznam typu TLSA ma za ukol zlepsit praci s TLS
certifikaty a nabidnout alternativni kanal k jejich dalSimu
ovéreni. Pfestoze se zatim v HTTPS neprosadil, mizeme
jej velmi uspésné nasadit ve spojeni se SMTP.
Zabezpecime tim pfenosovy kanal pro svou postu, ktera
tak uz nebude snadno odposlechnutelna.

Doba ¢éteni: 6 minut
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Servery podporujici STARTTLS

TLSA
verified No TLS
support

TLS

supported 3400

L

@-'—CESN ET




Podpora STARTTLS dle logli v ACTIVE 24

10/2018

B TLSA verified — 1,1%
B TLS supported — 86,2%
No TLS support — 12,7%




A

Vase pripojeni neni soukromé

Zpét na bezpenéjsi stranku
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About Issues Our Work Take Action

ISPs Removing Their Customers' Email
Encryption

TECHNICAL AMALYSIS BY JACOB HOFFMAN-ANMDREWS | NOVEMEER 11, 2074

Recently, Verizon was caught tampering with its customer's web requests to inject a

tracking super-cookie. Another network-tampering threat to user safety has come to light

from other providers: email encryption downgrade attacks. In recent months, researchers

have reported [SPs in the US and Thailand intercepting their customers' data to strip a

security flag—called STARTTLS —from email traffic. The STARTTLS flag is an essential

security and privacy protection used by an email server to request encryption when talking

to another server or client.!



ars TECHNICA BIZ&IT TECH SCENCE POLICY CARS  GAMING & CULTURE

Repeated attacks hijack huge chunks of
Internet traffic, researchers warn

Man-in-the-middle attacks divert data on scale never before seen in the wild.

DAN GOODIN - 11/20/2013, 1:00 PM
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My Alerts

Alerts Details

On Friday October 21st 2016 at 12:08 UTC we detected an announcement for 81.95.96.0/20 (CZ-ACTIVE24-NET1) that failed ROA validation.
Validation details: ROA validation failed: Invalid Prefix-Length + Invalid Origin ASN, expected 25234

Alert description: ROA validation failure
Detected Prefix: 61.95.96.0/20
Validation details: ROA validation failed: Invalid Prefix-Length + Invalid Origin ASN, expected 25234

This alert was detected by 1 unique probes in 1 unique countries
I Russian Federation: 1 Peers

]

@ROA VALIDATION FAILURE @aAs525234 - 81.95.96.0/20 81.95.96.153/32 @as3267 @ as3267 2016-10-21 12:08:23
@ROA VALIDATION FAILURE @as525234 - 31.15.8.0/21 31.15.12.141/32 @ as53267 @ as3267 2016-10-21 12:08:23
ON FAILURE @ as525234 - 31.15.8.0/2 31.15.12.22/32 @ as3267 @ As53267 2016-10-21 12:08:23




~T= AUTONOMOUS SYSTEMS £, PREFIXES f;_ ALERTS f PEERMOM

My Alerts

Alerts Details
f{‘\

.\ On Thursday December 24th 2015 jpt 13:11 UTC we detected an announcement for §1.95.96.0/20 (CZ-ACTIVE24-NETT) that failed ROA validation.
- alled: Invalid Prefix-Length + Invalid Origin ASN, expected 25234

Validation deta
Alert description: ROA validation failure

Detected Prefix: 81.95.96.0/20

Validation details: ROA validation failed: Invalid Prefix-Length + Invalid Origin ASN, expected 25234

This alert was detected by 1 unique probes in 1 unique countries
Il Russian Federation: 1 Peers




Internet Engineering Task Force (IETF) P. Hoffman
Request for Comments: 6698 VPN Consortium
Category: Standards Track J. Schlyter
ISSN: 2070-1721 Kirei AB

August 2012

The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA

Abstract

Encrypted communication on the Internet often uses Transport Layer
Security (TLS), which depends on third parties to certify the keys
used. This document improves on that situation by enabling the
administrators of domain names to specify the keys used in that
domain's TLS servers. This requires matching improvements in TLS
client software, but no change in TLS server software.
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Jak nasadit DANE?



Jak nasadit DANE?

1) DNSSEC
2) Certifikat (klidné self-signed) a zapnuté TLS
3) Vygenerovat a zverejnit TLSA zaznam z certifikatu

4) Rotace certfikatu — pri zmeneé aktualizovat i TLSA zaznam



DOMENY PODLE DNSSEC
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TLSA Record Generator

Use this generator to create a TLSA entry as described in RFC 6698 for your domain. TLSA entries are required by DANE
(DNS-Based Authentication of Named Entities).

Usage Certificate

PKIX-TA: CA Constraint @
PKIX-EE: Service Certificate Constraint @
DANE-TA: Trust Anchor Assertion @

* DANE-EE: Domain Issued Certificate @

Selector Port 5

Use full certificate

Protocol tcp

*' Use subject public key

Matching Type Lol

Full: Mo Hash

* SHA-256 Hash
SHA-512 Hash

https://ssl-tools.net/tlsa-generator




swede create --port 25 --protocol tcp --output rfc --usage 3
--selector 1 --mtype 1 --certificate cert.pem mxl.example.com



_25. tcp.mx1.example.com. IN TLSA3 1 1
510d20e5c47f63cf666b20f61af62bc099a42ac824ffad43a2da7c90b1808a91



>

& 0 0

Domil

Sluzby

Platby a fakturace
E-maily

Domény

Prehled domén

DNS zaznamy

Zmény v registru

Zakaznickeé centrum

baddane.com

+ Pridat DNS zaznam

A AAAA CAA CNAME MX NS SRV SSHFP TXT

Pfi pouziti technologie DNSSEC mizete vyuZivat zaznam typu TLSA pro uklddani otisk( SSL certifikatl
pouZitych na doméné.




Typ zdznamu

AAAA

TLSA

TLSA

Nazev

mx1

mx2

mx1

_25._tep.mx1

_25._tcp.mx2

TTL

3600

3600

3600

3600

3600

Hodnota

IP adresa: 81.95.97.116

IP adresa: 81.0.238.28

IP adresa: 2a02:4a8:ac24:101::97:116

Certificate usage: 3

Selector: 1

Matching type: 1

Hash: acae1b3b3d2749f4db89d869d014e794404b31864c535bd95fa9255cd599a08d

Certificate usage: 3

Selector: 1

Matching type: 1

Hash: acae1b3b3d2749f4db89d869d014e794404b31864c535bd95fa9255cd599a08d




[*] a . Validate

active24.cz

The domain lists the following MX entries:

10 perimeter.active24.cz
|IP Addresses
81.0.231.11

2001:1528:151:0:0:0:0:3

Usable TLSA Records

https://dane.sys4.de/




[*] comn Validate

baddane.com

The domain lists the following MX entries:

10 mx1.baddane.com

ALl TLSA RRs failed. [See details.)

IP Addresses
81.95.97.114

2a02:4a8:3c24:101:0:0:27:114

Usable TLSA Records

5cds99%a08d - Hostname mismatch: [62) - Hostname mismatch: [62)

20 mx2.baddane.com




452 mx2.cesnet.cz

337 mx01.emig.gmx.net
213 mx1.comcast.net
87 mx-ha03.web.de

85 mx1.xs4all.nl

79 mx-ha02.web.de

45 mx00.mail.com

32 mx.transip.email

28 syms.mzv.cz

15 titan.bonicom.cz



[*] mzv.cz Validate

MZzZV.CZ

The domain lists the following MX entries:

10 syms.mzv.cz
IP Addresses

31.130.168.70

Usable TLSA Records

50 syms2.mzv.cz

IP Addresses

2001:4de8:fa43:1:f201:0:0:95

Usable TLSA Records




Validace DANE



Validace DANE

Postfix:

smtp tls_security level = dane
smtp_dns_support_level = dnssec



Validace DANE

Exim:

dnssec request domains = *

hosts try dane ="*



2018-10-05_17:44:11 ahop postfix/smtp[30547]: Verified TLS connection established to
perimeter.active24.cz[2001:1528:151::3]:25: TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-
SHA384 (256/256 bits)



2018-10-05_17:46:07 perimeter postfix/smtp[12700]: 2A6A142E3D: to=<test@baddane.com>,
relay=mx2.baddane.com[81.0.238.28]:25, delay=0.56, delays=0.02/0/0.55/0, dsn=4.7.5,

status=deferred (Server certificate not trusted)



Vase pripojeni neni soukromé

Utoénici se mohou pokusit odcizit vase udaje na webu subdomain.preloaded-
hsts.badssl.com (napfiklad hesla, zpravy nebo informace o platebnich kartach). Dalsi
informace

MET:ERR_CERT _COMMOMN_MNAME_INVALID

Web subdomain.preloaded-hsts.badssl.com vase informace bé&Zné chrani Sifrovanim. Kdyz
se prohlize€ Chrome k webu subdomain.preloaded-hsts.badssl.com pokusil pfipojit
tentokrat, web vratil neobvyklé a nespravné identifikacni (daje. K tomuto problému mize
dojit, pokud se za web subdomain.preloaded-hsts.badssl.com pokousi vydavat néjaky
toZnik nebo pokud bylo pfipojeni preruseno pfihlasovaci obrazovkou sité Wi-Fi. Vase
nformace jsou i nadale v bezpedi, protoZe prohlize Google C

diive, neZ doilo k odeslani jakychkoliv dat.

nreloaded-hsts.badssl.com ted nemlzete




Obnova/revokace certifikatu



[*] linuxdays.cz Validate

linuxdays.cz

* This is a cached result.

The domain lists the following MX entries:

10 mx.cesnet.cz Show Details
IP Addresses
195.113.161.46

2001:718:1:a100:0:0:161:46

Usable TLSA Records
2, 0, 1 be6ald9eldll5£22[...]a503597993=77a25 - certificate not trusted: (27) - certificate not trusted: [27)

10 mx2.cesnet.cz Show Details
IP Addresses
195.113.144.198

2001:718:1:1:0:0:144:198

Usable TLSA Records

2, 0, 1 be6ald9eldll5£22[...]a503597993=77a25 - certificate not trusted: (27) - certificate not trusted: [27)




(3 BAKALARI



Bakalafi - uZivatelska podpora <technicka.podpora@bakalari.cz>

certifikat

Dobry den,

omlouvam se za vzniklé potize.

Informaci o nedlvéryhodném certifikétu zobrazuje pouze prohlize¢ Chrome v.66.
Prikladam novy certifikat, ktery staci vymeénit v 1IS.
http://napoveda.bakalari.cz/wa_instal certifikat w2008.htm?zoom_highlightsub=certi

Pfipadné zavolejte na podporu a pomizeme Vam certifikat vyménit.

Prilozeny certifikat je zaheslovan a heslo je platné s prihlasenim do https://skola.bakalari.cz

S pozdravem,
Kamil Kohoutek

(3 BAKALARI

Kamil Kohoutek

oddéleni uZivatelskeé podpory

BAKALARI software s.r.0.
tel.: 466 566 981-3
e-mail: podpora@bakalari.cz

Napovédu k systému Bakalari najdete na napoveda.bakalari.cz

b @& 1 piiloha: bakalari_wildcard _3899.pfx




Bakalafi - uZivatelska podpora <technicka.podpora@bakalari.cz>

certifikat

Dobry den,

omlouvam se za vzniklé potize.
1 [ ] w

éem certiﬁkétllzﬂbrazuje pouze prohlize¢ Chrome v.66. l
Prikladam novy certifikat Jktery staci vymenit v 5.

nitp://napoveda.bakalari.cz/wa_instal certifikat w2008.htm?zoom_highlightsub=certi

Pfipadné zavolejte na podporu a pomizeme Vam certifikat vyménit.

Pf‘ilnien;}lcertiﬁkét je zaheslovan a heslo je platné s prihlasenim do https://skola.bakalari.cz l

S pozdravem,
Kamil Kohoutek

(3 BAKALARI

Kamil Kohoutek

oddéleni uZivatelskeé podpory

BAKALARI software s.r.0.
tel.: 466 566 981-3
e-mail: podpora@bakalari.cz

Napovédu k systému Bakalari najdete na napoveda.bakalari.cz

b @& 1 piilohay bakalari_wildcard _3899.pfx
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Internet Engineering Task Force (IETF) D. Margolis
Request for Comments: 8461 M. Risher
Category: Standards Track Google, Inc.
ISSN: 2070-1721 B. Ramakrishnan
Oath, Inc.

A. Brotman

Comcast, Inc.

J. Jones

Microsoft, Inc.

September 2018

SMTP MTA Strict Transport Security (MTA-STS)

Abstract

SMTP MTA Strict Transport Security (MTA-STS) 1s a mechanism enabling
mail service providers (SPs) to declare their ability to receive
Transport Layer Security (TLS) secure SMTP connections and to specify
whether sending SMTP servers should refuse to deliver to MX hosts
that do not offer TLS with a trusted server certificate.




However, MTA-STS is designed not to

interfere with DANE deployments when the two overlap; in particular,
senders who implement MTA-STS validation MUST NOT allow MTA-STS
Policy validation to override a failing DANE validation.
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MTA-STS - princip

1) Signalizuje politiku pres nespolehlivé DNS a HTTPS
2) Spojeni pak ovéruje pres PKI.
3) Ziskanou policy cacheuje



DNS HTTPS

MX

SMTP ‘ POP/IMAP/webmail

H authenticated SMTP




Jak nasadit MTA-STS

1) Spustit HTTPS server na mta-sts.example.com
2) Publikovat policy pod URL /.well-known/mta-sts.txt
3) Publikovat TXT DNS zaznam



version: STSvl

mode: testing

mx: mxl.example.com

mx: mx2.example.com

mx: mx.backup-example.com
max_age: 1296000



< C & https://mta-sts.gmail.com

version: STSvl
mode: testing

mx: gmail-smtp-in.l.google.com
mx: *.gmail-smtp-in.l.google.com
max age: 86400




C B https://mta-sts.oskarcz.net

version: STSvl

mode: enforce

mx: flexi.oskarcz.net

max age: 86400

X _opinion: such _an overcomplicated nonsense instead of just simply using DANE




C & https://mta-sts.emailprivacytester.com

version: STSvl
mode: testing

mx: mail.grepular.com
max age: 86400
Xss: <script=alert('MTA-STS-XSS')</script>




_mta-sts.example.com. IN TXT "v=STSvl; 1d=20160831085700Z;"



MTA-STS - validace



For example (mode: testing, means there's little security from this
at present):

$ curl https://mta-sts.gmail.com/.well-known/mta-sts.txt
version: STSv1

mode: testing

mx: gmail-smtp-in.l.google.com

mx: .gmail-smtp-in.l.google.com

max_age: 86400

would translate (via a suitable cron job to update the table) into:

tls-policy:
gmail.com secure match=gmail-smtp-in.l.google.com:.gmail-smtp-in.l.google.com

assuming one also has something along the lines of:

main.cf:
indexed = ${default_database_type}:${config_directory}/
smtp_tls_policy_maps = ${indexed }tls-policy
smtp_tls_CApath = ... c_rehash'ed directory with usual WebPKI roots ...

and provided one is bold enough to ignore "testing" and just require
working TLS authentication.

Viktor.




MTA-STS validator

emailprivacytester.com

Summary

Result for: emailprivacytester.com

MTA-STS
Warning: make sure the MTA-STS DNS record, the policy file and the mail servers are all set up
correctly.

SMTP-TLSRPT v
Everything is set up correctly! You should receive reports on tlsrpt@grepular.com, as soon as mail
senders start sending them.

Details
v" MTA-STS TXT record

Policy: v=5T5v1; id=2018062702; xss5=<

ript=alert('MTA-STS-X55")</script=;

v' SMTP-TLSRPT TXT record

Policy: v=TLSRPTv1;rua=mailto:tlsrpt@grepular.com

Policy file

Policy: hitps://mta-sts.emailprivacytester.com/.well-known/mta-sts.txt

version: STSvi

mode: testing

mx: mail.grepular.com

max_age: 86400

¥ss: <=script=alert('MTA-STS5-XS5')</script>

https://aykevl.nl/apps/mta-sts/



MTA-STS vs. DANE



MTA-STS

- nevyzaduje DNSSEC

- potrebujete webserver pro dorucovani posty

- extra DNS zaznam pro kazdou domenu

- extra validni certifikat pro kazdou doménu

- chrani vas az pfi opakovanem pokusu o doruceni emailu

- vyZaduje pravidelné aktualizace CA certifikati na mailserverech

- podporu implementuji velci hraci v Cele s Google



DANE

- vyzaduje DNSSEC
- vystaci se self-signed certifikatem

- pfidanim TLSA zaznamu k MX zabezpecite vSechny domeény,
které tyto MX pouzivaji (a maji aktivni DNSSEC)

- nepotrebujete zasahovat do DNS zény jednotlivych domén
- nepotrebujete webserver
- chrani vas uz pfi prvnim pokusu o doruceni emailu

- pokryva 50% DE trhu a zaCinaji ho vyzadovat/doporucovat vliady ufadum



Active24.cz
LY
‘ﬁ @active24cz

V Ceské republice jsme s nasazenim #DANE
TLSA zatim osamoceni spolu s akademickym
@CESNET cz. Pritom #DNSSEC ma vice
nez polovina .CZ domeén, tedy k nasazeni je
to uz jen kruCek. Kdo se prida a pomuze
zabezpegit transport posty v CR? A nechysta
se to @CZ NIC néjak postrCit? :-)
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protonmail.com

The domain lists the following MX entries:

5 mail.protonmail.ch

Mo TLSA records.
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Tomas Hala @tomashala - 21. 5. "/
Hello @ProtonMail @ProtonMailHelp, | was surprised, that you do not use
DAME to prevent interception of communication to your MX hosts. You already

have DNSSEC in place, so are there any plans to publish TLSA records to DNS?
dane.sys4.de/smip/protonma

& Pielozit Tweet

Q 2 T 1 Q s )
Bart Butler @BartCButler - 21. 5. v

We do plan to, it just hasn't gotten to the front the queue yet.

“—‘fD

& Prelozit Tweet
Q 2 VY : )

Viktor Dukhovni @VDukhovni - 1. 9. v
90 days have gone by, any change in the plans or the front of the queue?

& Prelozit Tweet

QO 1 1 2 ¥ <

£ Bart Butler

:} [ Sledovat | ",

”. @BartCButler

Odpovéd uzZivatelum @VDukhovni @tomashala a 2 dalsim uZivatelam

Hi Victor, we are refactoring a bunch of our
DKIM/DNS code now, once that is done the
plan is to use the new system to implement
DANE support.

& PreloZit Tweet

21:37-7.9. 2018




4 Active24.cz
. ™ @active2dcz

Jses komunikativni natura? Vis, co je to
#\WordPress a umis s nim i poradit ostatnim?
S nastavenim posy na mobilu si take poradis

a chces se za chodu dale vzdelavat na
odbornejsi pozice? Hledame noveho kolegu -
specialistu zakaznicke podpory:
active24.cz/o-spolecnosti/ ...

Plz RT. #prace

17:22 -1.10. 2018




Hakuna Matata - Account Lifecycle
Management




Dékuji za pozornost!

www.active24.cz
blog.active24.cz
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