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Mate na Linuxu antivirus? A mohla bych ho vidét?
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Martin Vician
Systémovy administrator Clen
SPRAVCE
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90% notebook( na Linuxu

pskHreecz

Uvod do Linuxu Implicitné:

AKADEMIE
ubuntu
16.04 (Unity) a 18.04 (Gnome 3)
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Stacdi stdhnout?

Zrcadla Linux Mint

2016: Beware of hacked I1SOs if you
downloaded Linux Mint on
February 20th!

* hacknuty WordPress a phpBB
e zménéné ISO - pfidan Malware
* MD5 kontrolni soucty
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Verify your ISO
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Obréazek: xkcz.cz 1181

Kontrolni soucet
Podpis (PGP)

https://tutorials.ubuntu.com/tutorial/tutorial-
how-to-verify-ubuntu
https://linuxmint.com/verify.php
https://getfedora.org/verify

. Stahnout dodatecné soubory:

kontrolni soucet a podpis

. Ziskat PGP Kli¢
. Ovéfit kontrolni soucet
. Ovéfit podpis kontrolniho souctu
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POKUD ANO, JE EMATL ZRETME V PORADKU.
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Kolik mlZu zadavat hesel pfi bootu?

. Heslo k odemknut! B_IOSu TRCME e
. Heslo k odemknuti disku PASSINORDS DOESN'T SEEM
To STOP HACKERS, BUT IT

. Heslo k odSifrovani disku (LUKS)
. Heslo k prihlaseni do systému
. Heslo k odemknuti klicenky

SURE STOFS ME.
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A ktera davaji smysl?
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BIOS a disk heslo (Dell)

BIOS Disk

* Master heslo odemkne BIOS  Master heslo smaze a odemkne disk

Dell Inc.

DELL SECURE MANAGER www.dell.com

lli“-!l or administrator password. 1 This computer system, #. -595B, is protected by a
password authentication system. You cannot access the data
e mamssee ] on this computer without the correct password.

Precision H4500

FPlease type in the system or administrator password
and press <Enter>.

https://bios-pw.org/

CTRL+ENTER
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Obréazky: dell.com , ioffer.com




Secure Boot (UEFI)

* Byl objeven Skodlivy kéd LoJax
atocCici na UEFI. Radi i ve stfedni
Evropé (lupa.cz)

Me waking up every morming

* Secure Boot ma chranit pred
zavedenim necertifikovaného
operacniho systému

e Canonical (Ubuntu) ma v UEFI klice

* Lze podepsat vlastnimi klicCi
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Secure Boot (UEFI) - instalace

* Ubuntu z tovarny (a to chcete?)
» Pfiinstalaci vétSinou rucné vypiname (3rd party)
* Pfeinstalace neméni stav Secure Bootu

Install third-party software For graphics and Wi-Fi hardware, Flash, MP3 and other media
This software is subject to license terms included with its documentation. Some is proprietary.
Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer IIS and Technicolor SA.
Installing third-party drivers requires turning off Secure Boot. To do this, you need to choose a security key now, and enter it when the system restarts. Learn more...

Turn off Secure Boot
Choose apassword: | 00000008 Good password

-

Confirm your password: ........l ] L4
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Obréazek: askubuntu.com/questions/765697/why-was-i-asked-to-create-a-password-in-order-to-disable-secure-boot-on-initial




Secure Boot (UEFI) - ru€ni zapnuti

sudo mokutil --enable-validation

« jednorazové heslo 8 - 16 znak s o el
* restart pocitace

¢ MOK - mate 10 vtefin

Change Secure Boot state

tfi nahodné znaky z docasného hesla
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Obréazek: fourdollars.blogspot.com




Thunderbolt 3
Zafizeni:
e Dell Thunderbolt Dock (TB16)
e Thunderbolt adaptér
Periferie:

¢ Ethernet
+ HDMI, VGA, DisplayPort
e USB (3.0)

* Bezpecnostni nastaveni v BIOSu:

o

[¢]
o
o

none

dponly - Display Port a USB
user - uzivatel fesi ruéné
secure - jako user, navic
umozfuje uloZit pro pozdéjsi
identifikaci

DMA (direct memory access) utok

o e e e o .
Obrazek: amazon.com
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Thunderbolt 3

Spréava:

e bolt (boltctl) - GUI v Gnome3:
o user level je tfeba schvalovat po

kazdém bootu
o thunderbolt-tools
o tbtadm

Problémy:

e zadavani hesel, napf. LUKS
(USB klavesnice)

« ethernet pfipojeni

e pomald autorizace
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Obréazek: root.cz

Thunderbolt

Direct Access

Dell Thunderbolt Dock

Dell Thunderbolt Cable



Deepin

* Prvni verze Unor 2004

* Posledni verze spren 2018

» Stoji na Debian unstable

* Vyviji: Wuhan Deepin
Technology Co., Ltd.

* Vlastni Deepin Desktop
Environment (DDE) v Qt

* Nejpopularnéjsi distribuce
v Cingé

¢ 23. distribuce na distrowatch
(poslednich 12 mésict)

DEEPIN 15.7

Q)

MOST BEAUTIFUL LINUX
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Obr

azek: deepin.org

K zamysleni

Chybi podpisy checksum soubor(
Stahovani nékolik dni, nebo:

o zrcadla

o mega.nz, drive.google.com, ...
Nejde zvolit celoSifrovany disk
(LUKS)
Nekontroluje silu hesla
Nemé systemd-resolved
Automaticky spusténa samba

EER Keyboard (D) Timezone
{ WE1-2506 )

Name Mount Point

O Volume1(sdat) [ v}

Install here

9
[ 4
y

@ Delete partition

Bootloader device
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K zamysleni

Nainstalovany gnome-keyring, ale ne seahorse
Obsahuje nestandardni baliky
o google-chrome: nainstalovany a podepsany Google KIiCi
o spotify: pfidalo repozitar a expirovany kli¢
o atom: z webudp8 z ppa pro ubuntu bez kli¢l
o skypeforlinux: pfidalo repozitéf a spravny kli¢
» PFidava starSi verze, pfipadné s repozitari pro aktualizace
Mirror repozitara:
o https://www.deepin.org/en/mirrors/packages/
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