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KDO JSEM?

— -

Neco o me ...

e Pracujive spolecnosti Datasys s.r.o. jako konzultant
bezpecnosti a monitoringu.

e Podilim se na implementacich a vyvoji log managementu
ELISA.
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ELISA

Event Log
Interception
Storage and
Analysis



ﬂSA SECURITY MANAGER

/

Robustni nastroj pro sbér a analyzu bezpecnostnich udalosti
» Ziskate centralni konzoli bezpecnostniho dohledu

d  Nastip: Ziskejte i naseho bezpecnostniho specialistu!

® Podpora prakticky véech zdroju dat

webové GUI

® Bezpecnostnil provozni monitoring

® DPrenledné uzivatelskée rozhrani

' ‘ Extrakce atribut
Elasticsearch Filtrovani a korelace

® Skdlovatelnost a nizké naklady




ELISA

— o

The Central Operational and Security logs monitoring.
Fast Searching, Analyzing, Abnormality Detection and Reporting.

Portal pro Kilbana a Zabbix

SEARCH DATA CONFIGURATION HELP

Q Linux Admins H | og Data Processing Rules About ELISA

Q Network Admins H User Accounts and Roles Search Data

Q Windows Admins DB Indices Management Log collecting

7z o 7 7z M Q ELISA Admins i Elasticsearch Configuration and Agent installation
W CentOS Configuration NXlog/DSlog Configuration
9 JasperReports® server Users' access permissions
DB Indices Management

Webové rozhrani Kibana 3

Vysoky vykon (az 5 000 eps)




HLAVNI VSTUPNI KANALY ELISA /

® Dbinary.. (agent) protocol prijem udalosti
e syslog (TCP, UDP a TLS/SSL)
e SNMP traps

e Microsoft Windows Evenlog




VYLEPSENA KIBANA JAKO FRONTEND PRO ANALYZU DAT

DATA ELISA: All events an hour ago to a few seconds ago ~ =

FILTERING 4

TRENDS I - B SOURCES SEVERITIES e & % % x INPUT NAME

HOUR AGO H &+ x

EVENTS OVER TIME

| | @ INFO (3579) @ WARNING and above (3110) count per 30s | (6789 hits)

08:30:00 :35:1 08:40:00 0 09:00:00 :05:1 09:10:00 09:20:00

ALL EVENTS

Fields @
0 to 100 of 500 available for paging

@timestamp @msgSeverity @msgHost @msgSource @message

2016-09-06T09:27:18.763+02:00 INFO beta Wicrosoft-Windows-Security-Auditing  An account was successfully logged on

2016-09-06T09:27:17.963+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny tcp src UPC:123.127.121.245/4052 dst dmz 192.168.111.217/53 by access-group "UPC_access_in™ [0x70b6c1f8, 0x0]
2016-09-06T09:27:17 567+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny icp src UPC:123.127 121.245/3902 dst dmz 192.168.111.217/53 by access-group "UPC_access_in" [(x70b6c1fa, 0x0]
2016-09-06T09:27:17.212+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny tcp src UPC:123.127.121.245/3827 dst dmz 192.168.111.217/53 by access-group "UPC_access_in™ [0x70b6c1f8, 0x0]
2016-09-06T09:27:17.143+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny icmp src UPC.62.240.166.118 dst guest10.20.30.45 (type 3, code 1) by access-group "UPC_access_in" [0x70b6c1f8, 0x0...
2016-09-06T09:27:16.792+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny icp src UPC:123.127 121.245/3730 dst dmz 192.168.111.217/53 by access-group "UPC_access_in" [(x70b6c1f8, 0x0]
2016-09-06T09:27:16.453+02:00 WARNING 192.168.101.24 ASA-4-106023 Deny tcp src UPC:93.174.93.136/44647 dst UPC:94.113.255.183/8085 by access-group "UPC_access_in" [0x70b6c1f8, 0x0]

2016-09-06T09:27:13.876+02:00 WARNING 192.168.101.24 ASA-4-733100 [ Scanning] drop rate-1 exceeded. Current burstrate is 12 per second, max configured rate is 10; Current average rate i

DATA......
SYS 7/



KIBANA JE FLEXIBILNI ROZHRANI

HTTP PFOXY 2 days ago to 3 minutes ago ~

FILTERING «

TOP CLIENT IP (BY BYTES) ® & @ 4 x  TOPDST DOMAIN (BY BYTES) ©® ] & 4 x RETURNCODE O ¢ #& + x PROXY ® 1 & + x  REQUEST @ 1 & $ x
ACTION METHOD

500000000

0

TRAFFIC KB/S

| @ HTTP Proxy (271968) ProxyContentSize total per 15 | (271968 hits)

14:00 16:00 18:00 20:00 22:00 00:00 04:00 08:00 10:00 14:00 22:00 02:00 04:00 06:00 03:00
09-04 09-04 09-04 09-04 09-04 09-05 09-05 09-05 09-05 09-05 09-05 09-08 09-08 09-08 09-06

ALL EVENTS i} [Za I - B .
Fields @

0 to 20 of 100 available for paging 3>
'

@timestamp (@msg Severity @msgHost @msg Source ProxyRgstMethod ProxyClient ProxyRgstUriDomain ProxyReturnCode ProxyRgstUri
2016-09-06T09:31:44.499+02:00 INFO syscae squid CONNECT 192.168.1.138 microsoft.com 200 maobile.pipe.aria.microsoft.com:44...
2016-09-06T09:31:43.948+02:00 INFO syscae squid CONNECT 192.168.1.83 office.com 200 clientlog.portal.office.com:443
2016-09-06T09:31:43.940+02:00 INFO syscae squid CONNECT 192.168.1.123 google.com 200 clientsf.google.com:443
2016-08-06T09:31:43.939+02:00 INFO syscae squid CONMNECT 192.168.1.123 google.com 200 clients6.google.com:443
2016-09-06T09:31:42 254+02:00 INFO syscae squid CONNECT 192.168.102.218 180.87.4.151 200 180.87.4.151:443

2016-09-06T09:31:42.196+02:00 INFO syscae squid GET 192.168.147.29 azetsk 200 hitp:/ipokec.azet skiviadaalfotoa...

DATA. ...
SYS 8




PoMoci ZABBIX SABLON NASTAVUJEME NXLoG

ZABBIX Monitoring  Inventory Reports  Configuration  Administration ~ Addons ~ ELISA

Hostgroups  Templates  Hosts  Maintenance  Actions  Discovery [T senvices

Templates Group | Templs
|

siem-repozitory, zbx3

ELISA server

ELISA server

DATA......
SYS 9



KOMPONENTY ELISA /

® FElasticsearch, Kilbana

e NXLog (Enterprice edition)

e Jabbix, Xlog, HTTPd Apache s mod_authnz_external

® JasperReport Server s pluginem ElasticJasper

® Memcached




ZABBIX INTEGROVAN DO ELISA

o ELISAwuziva funkce ZABBIX
® Autentizace (Interni nebo LDAP)
e Rizeni pfistupu zalozené na rolich - RO nebo RW

e Notifikace

® Self-monitoring — ELK, NXLog, Zabbix server, MariaDB




ELISA VYUZIVA FUNKCIONALIT ZABBIXuU

7

e Oveérovani uzivatelU a fizeni pristupu zalozené na rolich

ZABBIX wonitoring  Inventory  Reports

Roles DB Indices Cptions S50 SHMP
ELISA Roles Configuration

hladky (Radek Hla

||
| maly (Luka Maly)
||

Configuration

dky), maly (Lukas Maly)

Administration

Addons ELISA

linux_admins

network_admins

windows_admins

(X¥loginputhame:InSysloglocal)

CKloglnputhame:InTocpSyslog OR Xloglnputhame: InUdpSyslog)

CloglnputType:im_msvistalog OR XloglnputType:im_mseventlog)




ELISA VYUZIVA FUNKCIONALIT ZABBIXuU

/

e Oveérovani uzivatelU a fizeni pristupu zalozené na rolich

Enabled Enabled
ELISARole [E
ELISAName  linux_admins
ELISAFilter  (XloglnputhName:InSyslogLocal)

ELISA Access Type Read-only Access

- | hladky (Radek Hiadkj)

maly (Lukas Maly)




ELISA VYUZIVA FUNKCIONALIT ZABBIXuU

/

e Oveérovani uzivatelU a fizeni pristupu zalozené na rolich

Create user group Ipdate ELISA roles

=Systemn default




ZABBIX INTEGROVAN DO ELISA

e ELK Iindexy jsou spravovany primo v ZABBIX Frontend.

Z ABBIX Monitoring  Inventory Reports  Configuration  Administration ~ Addons  ELISA

Roles DB Indices Options 551 SHMP
ELISA DB Indices

logstash-2016.08.07 07.08.2016 02:00:01 325.42 KB
W logstash-2016.08.06 06.08.2016 02:00:01 42891 KB

W logstash-2016.08.05 05.08.2016 02:00:01 451.44 KB

A Nyl AT g




ZABBIX INTEGROVAN DO ELISA

e ELK Iindexy jsou spravovany primo v ZABBIX Frontend.

ZABBIX

Monitoring

Roles  DBlndices  Options

ELISA DB Indices

logstash-2016.09.06
logstash-2016.08.05
logstash-2016.09.04
logstash-2016.08.03
logstash-2016.09.02
logstash-2016.09.01
logstash-2016.08.31
logstash-2016.08.30
logstash-2016.08.14
logstash-2016.08.13

logstash-2016.08.12

sSY

DATA......

S

Inventory Reports Configuration

S5L

SNMP

06.09.2016 02:00:00

05.09.2016 02:00:01

04.09.2016 02:00:00

03.09.2016 02:00:01

02.09.2016 02:00:00

01.09.2016 10:38:25

31.08.2016 02:00:00

30.08.2016 02:00:00

25.08.2016 15:12:36

25.08.2016 15:12:17

25.08.2016 15:12:43

Administration

Addons  ELISA

61.33 MB

280.76 MB
105.01 MB
101.82 MB
27443 MB

148.16 MB

29 412

321 996

103 950

102179

314150

163 362

16



ZABBIX INTEGROVAN DO ELISA

o Kcentralnisprave konfigurace distribuovanénho prostredi

agentu NXLog se pouzivaji - ZABBIX Item type "trapper,,.

Zbx. alarm Zabbix trapper App - Data ELISA - Alarms
¥log.configlAGEMT, Qutput, OufTcpXlog] 1500d Zabbix trapper Xlog Config - Linux
xlog.configlfAGENT Extension, Json_Common] 1500d Zabbix trapper Xlog Config - Linux
dog.configlAGENT Route Loginternal2Collector] 1 1500d Zabbix trapper Xlog Config - Linux
xog.comment[Base_LINUX_LAN] Zabbix trapper

xlog.configlAGENT ProcessorMorepeatFileXlog] 1500d Zabbix trapper Klog Config - Linux
¥log.configlAGEMT, Input,InFileXlog] 1500d Zabbix trapper Xlog Config - Linux
xlog.configlAGENT Extension, InFileXlogRotation] 1500d Zabbix trapper Xlog Config - Linux Base

¥log.configlAGENT, Extension, Charconviutodetect] 1500d Zabbix trapper Xlog Config - Linux Base

xlog.configlAGENT, Extension E {(logUpdate] Zabbix trapper Xlog Config - Linux Base

DATA......
SYS




ZABBIX INTEGROVAN DO ELISA

/

o ZABBIX Item type "trapper, - pouziva formular

,Description" obsahuje direktivy konfigurace NXLog.

ds+(([0-9A-Fa-TH23[ TH5H0-9A-Fa-TH2} ) )\

Enabled [

Update




NXLOG MODULY

® Xm_*- Extension Modules
® m_*-Input Modules
® pm_*- Processor Modules

® om_*-Output Modules

https://nxlog.co/documentation/nxlog-user-guidetmodules list



https://nxlog.co/documentation/nxlog-user-guide#modules_list

NXLOG MODULY /

® Iim_tcp—zajistuje pripojeni TCP na adrese a portu
e Im_udp - zajistuje pripojeni UDP na adrese a portu
® m_file—Ctenize souboru

e om._file—z3apis do souboru

® XmM_csv-—zpracovani CSV formatu dat

https://nxlog.co/documentation/nxlog-user-guidettmodules_list



https://nxlog.co/documentation/nxlog-user-guide#modules_list

NXLOG MODULY /

® |m_ssl

® ome_elasticsearch

e pm_buffer, pm_null

o xm_perl, xm_snmp, xm_kvp, xm_csv, xm_fileop, xm_exec,

® Xxm_charconv, xm_syslog, xm_json

https://nxlog.co/documentation/nxlog-user-guide#tmodules_list



https://nxlog.co/documentation/nxlog-user-guide#modules_list

NXLOG.CONF

e Pocet radku konfiguracninho souboru nxlog

xlog]# wc -1 /var/log/nxlog/updates/elisa.rls

3363 /var 1|4 gk 1|4 updates/elisa.rls

xlogl# |




AUTOREGISTRACE AGENTU DO ELISA

e Zabbix Agent - Windows

e NXLog Agent - Windows

_ E nxlog-setup-4.0. 3735-customeran _ E zabbix-setup-4.0.0. 0-customeran
™ T Balicek Instalacni sluzby systému Wi... ™ T Balicek Instalacni sluzby systému Wi...
I 3 552MB I L2 3,10MB




AUTOREGISTRACE AGENTU DO ELISA

/

e Zabbix Agent —vetsina Linux distribuci, *BSD, AlX

e NXLog Agent - vétsSina Linux distribuci, AlX

[root@elisa-dev-4 nxlogl# 1s -1




AUTOREGISTRACE AGENTU DO ELISA

/

e NXLog agentise bezpecné registruji do Zabbixu.

curl -k "https:;//elisa10443/xlog/getRuleset.php?&hostname=elisa&label=AGENT&auth=DEFAULT&platform=LINUX_LAN"

ZABBIX onitoring  Inventory  Reports  Configuration  Administration ELISA

Host groups Templates Hosts Maintenance Actions Discovery IT senvices
Hosts
Enabled [ZEXK SSHEMP M IEM

Macros

Host macros Inherited and host macros

{BXLOG.AGENTELISA_XLOG_AUT = 9c6199bad5e38bbb68ea130bd4536badt

- frue

-1 min




VZDALENE LOKALITY

\

ELISA Proxy

e Zabbix Proxy

® LLISA Proxy
- NXLog
- XLog




ELISA APPLIANCE

o ELISA menu, pro zakladni
akony v systému
® /mena IPv4

buff /cache available

BN ® Restart komponent

lTease choose an option:

D) Logout
) ell




NoOVINKY ELISA 4.0

—_ -

® /abbix4.0LTS
® [lasticsearch 6.4

e NXLog 4.0

® Propojenidvou systému do jedné Web konzole

® [ntegrace s OpenVAS a Flowmon APM




NOVINKY ELISA 4.0

/

ELISA ® Nove prihlaseni do ELISA

Username

Password




NOVINKY ELISA 4.0

/

= ELISA o e Navigacnilista

Analytics

Monitoring

Documents

QUERY 4 FILTERING »

time must




NOVINKY ELISA 4.0

-—
= ELISA =
Home Open Save Share Configuration PDF Reports

ELISA: All events

aueRv | FureG »

time must

field : @timestamp
from : now-1h

to - now

TRENDS = - T HOSTS

Q, elisa-dev-4 (750) Other values (0)

HOUR @ & ¢ x 800

AGO

®
[ ] (SERIOUS)

WEEK & & 4 x
AGO

®
[ (SERIOUS)

EVENTS OVER TIME

| | @ INFO (0) @ SERIOUS (750) count per 30s | (42497 hits)

DATA......

SYS

@ e & + x
SOURCES

Q, nxlog (54 Q, Xlog (121)
Q, httpd (36) C temnd (23)
ELISA(7) d(5)
sudo (5)
temd-logind (5)
Other values

an ho

@ e u + x
SEVERITIES

INPUT A
NAME

e Kibana 3




NOVINKY ELISA 4.0

= ELISA Monitoring Inventory Reports Configuration Administration Addons ELISA

Roles DBlIndices Options SSL SNMP  Backup  SWUpdate

ELISA DB Indices

Data

114M fvar

Archive 2.1M fvar

logstash-2018.10.04
logstash-2018.10.03
logstash-2018.10.02
logstash-2018.10.01
logstash-2018.09.30
logstash-2018.09.29
logstash-2018.09.28
logstash-2018.09.27
logstash-2018.09.26
logstash-2018.09.25
logstash-2018.09.24
logstash-2018.09.23

lonsi-gde Sodomng 27

Y

885G 1.7G 6.8G 20%

885G 1.7G 6.8G 20%

DATA......

S

04.10.2018 00:00:03

03.10.2018 00:00:03

02.10.2018 00:00:03

01.10.2018 00:00:03

30.09.2018 00:00:03

29.09.2018 00:00:02

28.09.2018 00:00:03

27.09.2018 00:00:02

26.09.2018 00:00:03

25.09.2018 00:00:03

24.09.2018 00:00:03

23.09.2018 00:00:04

B0AD PAD DS

automatic

automatic

automatic

automatic

automatic

automatic

automatic

automatic

automatic

automatic

automatic

automatic

o

32



NOVINKY ELISA 4.0

e Integrace s Greenbone Security Manager (OpenVAS)

ZABBIX Monitoring Inventory Reports Configuration Administration Addons ELISA O, Hshare

Hostgroups  Templates Hosts  Maintenance  Actions  Discovery IT senvices

ltems

openvas.shi{HOSTIP} {HOST HOST} {HOST NAMEL {SGMP_USER} {SGMP_PASS}{$0V_SERVER}, External App - Datasys ELISA
{$0V_CONFIG_ID}{$0V_SCANNER_ID}{$0V_CRED_ID}] check OpenVAS

External App - Datasys ELISA

lts.shEHOSTIPL{HOSTHOST) {HOSTNAME! {$CGMP_USER} {$GMP_PASSLH{SOV SERVER!
openvas_results.shff 1 The 1 IBGMP_ 1IBGMP_ LIBOV_ 4| check OpenVAS

External App - Datasys ELISA
openvas_results_count shfHOST IP}{HOST HOST} {HOST NAME} {SGMP_USER} {SGMP_PASS],{$0V_SERVER]] - .

check OpenVAS
openvas_results_count_high shfHOSTIP} {HOST HOST} {HOST NAME} {$GMP_USER} {$GMP_PASS], External App - Datasys ELISA

—
P95 rsov_SERVERY check OpenVAS

External App - Datasys ELISA

openvas_run.sh[{HOSTIPL{HOSTHOST} {HOST.MAME} [$GMP_USER]{3GMP_PASS] {$OV_SERVER]] check OpenvAS

DATA. ...
SYS 335




NOVINKY ELISA 4.0

e Integrace s Greenbone Security Manager (OpenVAS)

ZABBIX Monitoring Inventory Reporis Configuration

Hostgroups Templates Hosts  Maintenance  Actions  Discovery

Templates

Macros

Administration Addons  ELISA

IT senvices

Template macros  Inherited and template macros

{5GMP_PASS}
{SGMP_USER}
{$0V_CONFIG_ID}
{$0V_CRED ID}
{50V_RUN}
{$0V_SCANNER_ID}

{50V_SERVER}

DATA......

SYS

5d363d45-e0d2-4311-91a0-6ccdcfaaabed

3chec9c9-16e3-daec-8dc i54320bc32

= wddh7m3s

08b69003-5fc2-4037-a479-93b440211c73

192 168.102.96

Vyuziti Zabbix Maker pro

konfiguraci skenu



NOVINKY ELISA 4.0

e Integrace s Greenbone Security Manager (OpenVAS)

App - Datasys ELISA OpenVAS (5 ltems)

OpenVAS i

openy

External check

External check

External check

External check

106042018 10:31: Host elisa-server - 18216 ..

1040472018 10:31: CVE-2017-3145 CVE-201__.

1040472018 10:31:

100472018 10:31:22 AM




NoOVINKY ELISA 4.0

e Integrace s Greenbone Security Manager (OpenVAS

Gree'.‘bn“e No auto-refresh - Logged in as Admin malyl | Logd
Security Manager Thu Oct 4 09:34:37 2018

Configuration

Administration

gRo Filter: | name:~SCAN-elisa 15[ x] 7]~ 1> I

min_god=70 apply_ovarrides=1 rows=10 first=1 sort=nzma
Li]Tasks (3 of 13)

- Tasks by Severity Class (Total: 3)

- Tasks with most High results per host Tasks by status (Total: 3)

B High
|| Medium

SCAN-glisa-deval

SCAN-elisa-server

Status Severity
e ® e [ 100 (iiak) | :
(Task with scan config Linux CentOs for elisa-dev31) 4(4) Oct 2 2018 TE0[FRgk} =]
SCAN-elisa-server = tare— . -
(Task with scan config Linux CentOS for elisa-server) 4(4) Oct 2 2018 TEE IR} md Dmﬁluu
e C 3 (e | : 3
(Task with scan config Linux CentOS for elisa-test) 4(4) Oct 2 2018 -d Dmﬂlhu

+/Apply to page contznts ¥ ﬂ

N S e QORI A o PN s BTN TN s O N P,

DATA......

SYS




NoOVINKY ELISA 4.0

e Integrace s Greenbone Security Manager (OpenVAS

Greenbone Logged in as Admin malyl | Log
Security Manager Thu Oct 4 09:38:09 2018 B
Configuration Administration
@ Anonymous XML ¥ (R EE & |l Filter: [S[x]?]~] W -
autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 first=1 rows=100
sort-reverse=severity lavels=hml min_god=70
i ID: ©52a1816-4c90-4bfe-9fbf-c29112822
&\ Modified: Tue Oct 2 10:48:50 2018
~ Report: Results (49 of 85) Created: The Oct 2 D9i43:31 2018 y
B 1 - 49 of 43|
CentOS Update for kernel CESA-2017:0086 centos? V) | __10.0 (High) | 97% 192.168.1.203 general/tcp &
CentOS Update for dhclient CESA-2018:0158 centos? 9| | 10.0 (High) | 97% 192.168.1.203 general/tcp =
Cent0S Update for dhclient CESA-2018:0483 centos7 (9 [ 10,0 (High) | 97% 102.168.1.203 general/tcp 3 [l
CentOS Update for kernel CESA-2018:0395 centos? 9| | 10.0 (High) | 97% 192.168.1.203 general/tcp )
CentOS Update for bind CESA-2018:0102 centos? 9| | 10.0 (High) | 97% 192.168.1.203 general/tcp |
CentOS Update for kernel CESA-2017:2930 centos7 9| | 10.0 (High) | 97% 192.168.1.203 general/tcp |
CentOS Update for kernel CESA-2017:1615 centos? 9| | 10.0 (High) | 97% 192.168.1.203 general/tcp |
CentOS Update for kernel CESA-2017:1308 centos? 9 | 93 (Wigh) | 97% 192.168.1.203 general/tcp )
CentOS Update for wget CESA-2017:3075 centos7 9| | 9.3 (High) | 97% 192.168.1.203 general/tcp )
Cent0S Update for kernel CESA-2017:2679 centos? (9 [ e3(migh) | 97% 192.168.1.203 general/tcp Y
CentOS Update for dhclient CESA-2018:1453 centos? 9| | 7.0 (High) | 97% 192.168.1.203 general/tcp )
CentOS Update for kernel CESA-2016:2047 centos? 9| | 7.8 (High) | 97% 192.168.1.203 general/tcp )
CentOS Update for ctdb CESA-2017:3260 centos? 9| | 7.5 (High) | 97% 192.168.1.203 general/tcp )

B I e I T T W}

DATA......

SYS




DEKUJI
ZA POZORNOST

S -

Lukas MALY

Konzultant bezpecnost a
monitoring

Mmaly@datasys.cz
+420 225 308 640

f in O S o

datasyscz datasys datasysds 420225 308 111 datasys@datasys.cz



https://www.facebook.com/datasyscz/
https://www.facebook.com/datasyscz/
https://www.linkedin.com/company/datasys/
https://www.linkedin.com/company/datasys/
https://twitter.com/datasysds
https://twitter.com/datasysds
mailto:datasys@datasys.cz?subject=Kontakt z obecne prezentace Vasi firmy
mailto:datasys@datasys.cz?subject=Kontakt z obecne prezentace Vasi firmy
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