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hierarchicka struktura RADIUS servertu
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Ansible aeduroam.cz

Ansible usnadnuje znovupouzitelnost konfiguraci a spravu vétsiho mnozstvi serveru

narodni RADIUS jsou dva DELL PE 630 servery

par (<10) instituci vyuziva sluzbu freeRADIUS ve spravé CESNETu
https://github.com/CESNET/ansible-freeradius

Ansible je také skvela dokumentace a zaloha


https://github.com/CESNET/ansible-freeradius
http://ansible

cesnet ~ansible-freeradius 1/2

playbook pro nasazeni freeRADIUSu pro pfipojeni k eduroamu v CR;:
https://github.com/CESNET/ansible-freeradius

divérné informace ve vaultu


https://github.com/CESNET/ansible-freeradius

ansible-freeradius 1/2

playbook pro nasazeni freeRADIUSu pro pfipojeni k eduroamu v CR;:
https://github.com/CESNET/ansible-freeradius

ddvérné informace ve vaultu, diff:

35376661633034376165306166336361383839666437623765656538613361343735623137663639
34336434623737326230333533613066633663373635313135326637326530653138626437333235
30663437306132303537633937653361333835636330346233616161333236383232643731356138
34 61656561363736653863656636636131616465393834633935333566323337333135643431643265
35 35333962376634656336636536613565663531323162303237656236666364313233356464386662
36 39373961356130303039646661363837613763316566336639613063336262303632326463373963
37 39303131326639393438326535643636376262373164373166623563323037666266666431613331
36653730623331313534636131306333373164346539336562633637633035323634613662363364
63653431353163386235663832336161353164663766663763326262313866323264623564663165
30643830333833346666616235346531626433346534623261613237616637346439326166303039
4 33346266333139326636656165633738356239663262613764643431616535646362333430623434
65663731333262336131316465656234326334393361306534656234656532326230623534353961
43 63306263346339303330333235656631636333303361356433353736303936383038626662303334
44 34643135623536623036663230366535353033643664623462613737663666303433623063316163
45 34636532303461656566
63343439363137343634373466363337636430656137623631343761646135326437666433366534
3234373161663361653463396466613164353266373134620a353165623763356435313066366336
66663662373366353732663936646266393130376632393138653566376534333362636334373836
5 3234313736306465350a303836373236663731626462376235353834303661366364323536666638
6 30356232626336333634313435633937663632666362373633316535343934396230306437316333
7 38343538363532363866376564643264656365373961316462373432363061383930353862313833
8 38356231396239646233373731336564353830356633386434386665663338363230333564386665
) 64393032653963643234626162333664636461326236616438633965633764333731393538613832
36626138633533346134383961393762316161636266313135353039303966336265313731303164
61373532626163613839396366376233343932386165323235643031656536656664653837643332
2 39353961616131393262386563626130316236656265353337303763383064353437363236343962
3 36313438326139393664636261646261303065623365626463396566626639666263656461666366
1 38386366363437653861366633383435313935636463383436336639633766623438653361366239
5 3?3738363136643764643731656282616666306639343466326532653833366364386%3165303463

£



https://github.com/CESNET/ansible-freeradius

cesnet - ansible-freeradius 2/2

semik@semik4:~/proj/aaail [masterW]¥$ ls -1 host vars/*yml
host vars/radius.orgl.cz-vault.yml

host vars/radius.orgl.cz.yml

host vars/radius.org2.cz-vault.yml

host vars/radius.org2.cz.yml
semik@semikd:~/proj/aaail [master W ]v$ cat playbook-freeradius.yml

- name: load variables
hosts: eduroam-managed
tasks:

- include vars: "host vars/{{ inventory hostname }}-vault.yml"

semik@semikd:~/proj/aaai [master W ]v$S ansible-playbook playbook-freeradius.yml \

--vault-password-file vault eduroam managed.txt
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‘doba pred-ansiblova.pl

eduConfigurator.pl

emacs@doma.doma.tomasek.cz ]

radius.cfg

emacs@doma.doma.tomasek.cz ClEx]
File Edit Options Buffers Tools Conf Help

8 B8 X [ ]

File Edit Options Buffers Tools Help

8B x BQ

TLS_Protocols TLSvl, TLSvl.1, TLSv1.2 - # This definition is used 1 times. 7
TLS_CAPath Jetc/ssl/certs <AuthBy RADSEC>
TLS CertificateFile ".gconfig->newCert." Identifier radiusl.cesnet.cz

TLS CertificateType PEM

TLS_PrivateKeyFile ".$config->newKey." MaxFailedRequests 3#5
TLS_CRLCheck MaxFailedGraceTime 30 # 360
TLS_CRLFile Jetc/ssl/crl/*.ro\n". FailureBackoffTime 30 # 1
useTLS_ExpectedPeerName ($hostname) .
i #Host radiusl.cesnet.cz
Host 195.113.144.226
$keepaliveTimeout Secret radsec
NoreplyTimeout 8
LocalAddress 195.113.187.22

NoReplyHook sub { DeadRealm::noReplyHook(\@_); };

ReplyHook sub { DeadRealm::replyHook (\@ ); NREN::stripAttrs(\@_); NREN::patchAccounting(\@ ); }; TLS_Protocols

StripFromRequest eduroam-SP-Country$stripONandCUI TLS_
</AuthBy=\n\n"; TLS,
S|

TLSvl, TLSvl.1l, TLSvl.2

APath /etc/ssl/certs

ertificateFile  /etc/ssl/certs/radiusl.eduroam.cz.crt
tificateType PEM

$radiuses{$radius->dn}->{single_authby} = " #Host $hostname \ PrivateKeyFile Jetc/ssl/private/radiusl.eduroam.cz.key
Host " .getIP($hostname)." Check
Secret " gradiuses{$radius->dn}->{secret}." /etc/ssl/crl/*.ro

ctAltNameDNS radiusl.cesnet.cz
MaxFailedRequests 1000 dPeerName CN=radiusl.cesnet.cz(|/emailAddress=.+)$
MaxFailedGraceTime 360

FailureBackoffTime 1

veTimeout 29
yTimeout 8

LocalAddress ".getIP($config->LocalName)."

TLS_Protocols TLSv1, TLSv1.1, TLSv1.2 GReplyHook sub { DeadRealm: :noReplyHook(@); }

ReplyHook\t\tsub { NREN::stripAttrs(\@ ); NREN::patchAccounting(\@ ); };
StripFromRequest\teduroam- SP- Country$stripONandCUI\n";

my %publishClients;

my %publishDeadRealmHostDefinitions;

-:--- eduConfigurator.pl  48% L473 Git-master (Perl)

TLS_Protocols
APath

-:---  radius-auto.conf

TLS_CAPath Jetc/ssl/certs ReplyHook sub { DeadRealm::replyHook (@ ); NREN::stripAttrs(@_); NREN::patchAccounting(@_); };
TLS CertificateFile ".$config->newCert." StripFromRequest eduroam-SP-Country
TLS_CertificateType PEM </Authl
TLS_PrivateKeyFile ".gconfig->newKey."
TLS_CRLCheck # This definition is used 3 times.
TLS_CRLFile Jetc/ssl/erl/*.ro\n . <AuthBy RADSEC>
useTLS_ExpectedPeerName ($hostname) . B Identifier radiusl.cuni.cz
¢keepaliveTimeout MaxFailedRequests 3#5
NoreplyTimeout\t8 MaxFailedGraceTime 30 # 360
FailureBackoffTime 30 # 1

radiusl.cuni.cz

} else { K 195.113.0.250
1 die "Unknown transport ‘method = $transport\n"; radsec
T LocalAddress 195.113.187.22

TLSvl, TLSvl.1l, TLSvl.2

Jetc/ssl/certs

Jetc/ssl/certs/radiusl.eduroam.cz.crt
15% L1138 (Conf[Space])




cesnet ~ integrace s ansiblem

start

$ ansible-playbook playbook-nren radius.yml

dynamicka konfigurace

pozadovana
kompletni
konfigurace?

# eduConfigurator.pl > temp-config-dir

Y

kopirovani zménénych konfigl z temp-config-dir

kompletni
konfigurace
- +
restarty
relevantnich
sluzeb

y

[ hotovo ]4




cesnet stary HA cluster

m do cca 2009 dva nezavislé RADIUS servery
o spousty chybné nainstalovanych RADIUSU

m prvni cluster postaveny pomoci heartbeatu
o uzv té dobé zastaraly, ale jednoduchy

aktivni + zalozni uzel

oddélené lokality, ale zavislé na L2

v provozu 2009 - 2017

CESNET technical report 23/2009

o O O O

network connection

heartbeat messages
ping



http://archiv.cesnet.cz/doc/techzpravy/2009/ha-eduroam-radius-server/

cesnet ' HA cluster

m V soucCasnosti pouzivame corosync + pacemaker [ pas makar]

m stale mame dva uzly (aktivni + zalozni)
o vSech 10 zdroju musi byt na jediném uzlu

root@radiuslmngéd:~# crm status

Full list of resources:
Clone Set: clone ping gw [ping gw]
Started: [ radiuslmng4 radiuslmng5 ]

Resource Group: group eduroam.cz

nren 1ip (ocf::heartbeat:IPaddr2): Started radiuslmngié
d radsec ip (ocf::heartbeat:IPaddr2): Started radiuslmng4
offline file (systemd:offline file): Started radiuslmngé
racoon (systemd:racoon) : Started radiuslmngé
radiator (systemd:radiator) : Started radiuslmngé
eduroam ping (systemd:eduroam ping) : Started radiuslmngé
icinga? (systemd:icinga?2) : Started radiuslmngé
mailto (ocf::heartbeat:MailTo) : Started radiuslmngé



http://corosync.github.io/corosync/
https://clusterlabs.org/pacemaker/

cesnet ~ HA cluster a Ansible

semik@semik4:~/proj/aaail [master ¥ ]v¥$ ansible-playbook playbook-nren radius.yml
--extra-vars full config=1l

semik@semik4:~/proj/aaail [master W ]v¥$ cat roles/nren radius/tasks/main.yml

- name: uvedeni zalozniho uzlu do standby modu
include: disable slave.yml
when: not ONLINE and full config|bool

- name: konfigurace corosyncu
include: corosync.yml
when: full config|bool

- name: konfigurace pacemakeru
include: cluster.yml
when: not ONLINE and full config|bool

- name: uvedeni zalozniho uzlu do online modu
include: enable slave.yml
when: not ONLINE and full config|bool
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HA cluster a Ansible

konfigurace corosync-u se sestava z
nakopirovani template corosync.conf.j2
vytvoreni a rozdistribuovani /etc/corosync/authkey

pacemaker se konfiguruje sekvenci volani pres Ansible command
neuspokojivy stav modulu
parsovani vystupu cli

informace o jednotlivych zdrojich ve skupinovém inventory
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HA cluster - problémy

jen dva uzly - moznost split-brain
nemame zadna uzivatelska data, jen prehazujeme pakety

prestoze je uzel standby, pfi konfiguraci exportuje zménénou konfiguraci

doba restartu (~30s) zdroje radiator zpusobuje zbyte¢né migrace



gegnet

zamykani

ochrana pred duplicitnim spusténim dvéma spravci najednou
fragment playbooku: http://tomasek.cz/L D18/zamykani.yml

zamek:

root@radiuslmng4:~# cat /tmp/ansible-playbook.lock
2018.09.26 12:46:58 Blame -> lager@192.0.2.105 2001:db8::105
SSH CONNECTION='192.0.2.105 38962 195.113.187.36 22"

zaznam v syslogu:

Sep 26 12:46:58 radiuslmng4 root[16101]: Ansible executed by lager@192.0.2.105
2001:db8::105 SSH CONNECTION='192.0.2.105 38962 195.113.187.36 22'

podklady ziskavame z “whoami® & "hostname --all-ip-addresses’


http://tomasek.cz/LD18/zamykani.yml

gegnet

ochrana pred spusténim starého playbooku

pre tasks:

- name: fetch current state of repository
local action: command git fetch
changed when: false

- name: get repository status
local_action: command git log HEAD. .origin
register: git
changed when: false

- name: ask user to continue if local repository is not up to date
pause:
prompt: "lokalni repozitar neni aktualni. Pokracovat?"
register: continue
when: git.stdout !'= ""



cesnet

eduroam.cz
sprava a deployment pomoci AnS|bIe

. Hledame nové kolegy:

OtéZk 2 e spravce a vyvojar internetovych sluzeb
e analytik digitalni forenzni laboratore
e spravce a vyvojaf multimedialnich sluzeb

séem i k@ces 1] et_ c2 Vice informaci na stanku sdruzeni CESNET

a nebo na webu.


https://www.cesnet.cz/sdruzeni/kariera/

