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Vyplnil jsem CFP @LinuxDaysCZ 2018 s prednaskou o
novinkach v MQTT 5.0. Tak ted jesté aby to do té doby

nékdo implementoval, jinak ta prednaska bude jen
teoreticka. #mqtt #mqttd
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Historie

e 1999 - MQTT
e 2010 - MQTT 3.1 (royalty free license)

e 2014 —MQTT 3.1.1 (0ASIS and 1SO standard)
2018 -MQTTS5




Interest over time Google Trends

Worldwide. 5/9/10 - 10/5/18. Web Search




Aktualni stav

e Velmi popularni

e Existuje implementace pro skoro kazdy jazyk

 Od jednotek klientu po cluster s milionem

* Od embedded, PLC, primyslu az po web, mobilni aplikace...
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Typicke pouziti

1. Jako ,transportni® protokol

2. Jako ,aplikacni® protokol



1. Dostat zpravuzA — B

(0) | | =>
<-- device/123456789/input o

<-- Non MQTT -->
o= Q

device/123456789/output -->









MQTT ,,navrhove vzory*

* MQTT specifikace definuje primitiva
* Nerika jak je vyuzit



(1) Fire and forget

e Jednorazova zprava
e Informace ktera je platna jen v okamziku publikovani

* Napr. log zpravy, udalosti

* /prava bezretain



(2) MéFeni

* Hodnota je platna po delsi (ale omezeny) Cas
» Napr. aktualni teplota

* Retain zprava
e Jak definovat omezenou platnost (777



(2) MéFeni - payload?

e Cislo

e Vlastni format (,<Cas> <hodnota> <jednotka>", .. )
* JSON

* BSON

* Proto Buffer



demo,/901/003-8/sm/sml/+

. demo/901/003-0/sm/sm1/active_energy total =

demo/901/003-0/sm/sml/active_energy total |1 = 7017

demo,/901/003-0/sm/sm1/active_energy total |12 5 9959.9

demo/901/003-0/sm/sm1/active_energy total |3 & 7136.4

| demo,/901/003-0/sm/sm1/active_power 5 1.302 [

demo,/901/003-0/sm/sm1/active_power |1 5 8.836

demo,/901/003-0/sm/sm1l/active_power |2 5 1.265

demo/901/003-0/sm/sm1/active_power |3 = e

 demo,/901/003-0/sm/sm1/apparent_power (5 1.582 ::

demo/901/003-0/sm/sm1/apparent_power |1 & 8.e48

1 demo/901/003-0/sm/sm1/apparent_power_|2 & 1.534

demo,/901/003-0/sm/sm1/apparent_power |3 & e

demo,/901/003-0/sm/sm1/curr |1 = 9.21

demo,/901/003-0/sm/sm1/curr |12 = 6.64

demo,/901/003-0/sm/sm1/curr |13 5 e
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(7) Sensor Measurement Lists (SenML)
* RFC 8428 (August 2018)

Format for representing simple sensor measurements and device
parameters...

A simple sensor, such as a temperature sensor, could use one of these
media types in protocols such as HTTP or COAP to transport the
measurements of the sensor or to be configured.

- https://tools.ietl.org/html/rfc8428



https://tools.ietf.org/html/rfc8428







(3) Settings

* Hodnota ma neomezenou platnost
 Napr. konfigurace, stav vystupu

* Retain zprava

« ~ REST pristup (key - value)
* Server musi podporovat perzistenci



(4) Client status

* Informace je-li klient ONLINE nebo OFFLINE
* Kombinace retaina LWT

1) Pripojit s LWT retain ,,OFFLINE“ --> /status
2) Poslat retain , ONLINE* --> /status



(5) Request/Response

» Zavolat funkci klienta ~ RPC
* Request musi obsahovat topic, kam zaslat odpoved






MQTT 5

« Committee Specification 02 (kveten 2018)
* Nenizpétné kompatibilni



Protocol Level field for the version 3.1.1 of the protocol is 4 (0x04).



1.8.2 MQTT v5.0

MQTT v5.0 adds a significant number of new features to MQTT while keeping much of the core in place.
The maijor functional objectives are:

Enhancements for scalability and large scale systems

Improved error reporting

Formalize common patterns including capability discovery and request response
Extensibility mechanisms including user properties

Performance improvements and support for small clients







Property a User property

e Property
* Variable Header
. 42
* User Property
» Key-Value par temér u vsech typl zprav
* U PUBLISH putuje ke vsem klientum
U ostatnich to zaleZi na implementaci serveru



Payload format and content type

 Payload Format Indicator
* 1Dbit
* Je payload binarni (jako 3.1.1) nebo UTF-87

* Content Type
 UTF-8string
* MlZe byt MIME, ale i cokoli jiného co dava smysl



Error handling

 Reason code

* \VSechny odpovédi* obsahuji reason code (neni to Property)
e <(0x80...0K
« Napf.uPUBACK: 0 ... OK,0x10 ... OK, but no subscribers

* >(0x80...Error
* Napr. u PUBACK: 0x87 ... Not authorized

* Reason string
* Volitelné

o/

 Doplnujiciinformace (UTF-8)



Rizeni pristupu

* DISCONNECT

* Nove mUze poslat server

e Server reference
* Property pro CONNACK a DISCONNECT

* AUTH
* Novy packet
e Pro slozitéjSi metody autentizaci nez jde udéelat s CONNECT
* Prinavazani spojeni, ale i kdykoli pozdéji (napf. obnova tokenu)
* Napr. OAuth, SASL, ...



Subscription

* Subscription ID
 Nova property pro SUBSCRIBE
* Definujte ID, které doplni server do zpravy
* Hlavne pro autory knihoven

 Subscription options

* No Local
» Neposilat zpravu klientovi, ktery ji odeslal

* Retain As Published
e Zachovat retain bit nebo jej prepsat (tak jako to déla 3.1.1)

* Retain Handling
 Poslatvzdy / Poslat jen u nove subscription / Nikdy



Shared Subscriptions

* MozZnost sdilet subscription mezi nékolika klienty
e Zprava je dorucena pouze jednomu z nich
* Pro lepsi rozlozeni zatéze

Sshare/{ShareName}/{filter}



Request [ Response

* MozZnost poslat zpravu klientovi a dostat odpoved

* Property
* Response Topic
* Correlation Data



subscribe, topic=resp

suback

etk

publish, response_topic=resp

publish, response_topic=resp
|

publish, topic=resp

publish,_ topic=resp




Expirace

* Message
e Queue
* Retain

* Session
* Zajak dlouho smazat session pfi odpojeni

o [WT
 Zajak dlouho poslat LWT po ztrate spojeni



Pro male klienty...

* Alias

* Flow controll

* Max size

* Server optional features






Server

* HiveMQ - alfa verze
e VerneMQ — master
* Mosquitto - slibena podpora na blogu (kdy?)

* IBM Watson (online)

* Cirrus Link (online)
e flespi.com (online)

 Paho Testing Suit - referencni implementace



Klient - knihovny

* Paho C-done

* Paho GO - wip

* Java

* MQTT.js (node.js) — experimentalni

 Paho Testing Suit - referencni implementace



Klient - aplikace

* Paho C
* Paho Testing Suit






Ke cteni

° Speciﬂkace - http://docs.oasis-open.org/mgtt/magtt/v5.0/cs02/mqgtt-v5.0-cs02.html

 KdyZ nicjiného tak Appendix C

° |S MQTT 5 worth the trouble? - https://vernemag.com/.../is-mqgttv5-worth-the-trouble.htm|
* \lycuc z Appendix C (méné technické)

« AStory of MQTT 5.0 - http://modelbasedtesting.co.uk/2018/04/09/a-story-of-mqtt-5-0/
* Obsahuje diagramy;)
« MQTT 5 Features and Hidden Gems - https://www.hivema.com/..-hidden-gems/

* Serie ¢lankd na blogu HiveMQ

° MQTT Conformance/l nteroperability Testing - https://www.eclipse.org/.../testing/
 Referencniimplementace



http://docs.oasis-open.org/mqtt/mqtt/v5.0/cs02/mqtt-v5.0-cs02.html
https://vernemq.com/.../is-mqttv5-worth-the-trouble.html
http://modelbasedtesting.co.uk/2018/04/09/a-story-of-mqtt-5-0/
https://www.hivemq.com/...-hidden-gems/
https://www.eclipse.org/.../testing/

Ano/Ne?

 Pokud pouzivate MQTT jako ,aplikacni“ protokol — Ano
 Otazka je kdy.
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