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Prehled pouzitych ,pojmi* |

e Flow record / ,zaznam o toku*
Agregovana informace o jednosmérné prenesenych datech, tok
je identifikovan adresami, porty, protokolem, ¢asem

e Flow exporter / Monitoring probe / , exportér tokd*
HW /SW zafizeni, parsuje pakety, po¢itd a exportuje flow data

e Flow collector / , kolektor"
prijima flow data z exportéri, kterd uklada a zpracovava
(napt. IDS)

@ Intrusion Detection System (IDS)
systém pro detekci $kodlivého provozu / ,,anomalii*

e Warden
systém pro sdileni informaci o detekovanych bezpecnostnich
udalostech mezi ¢leny komunity
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Prehled pouzitych ,pojmi*™ Il

e Network Entity Reputation Database (NERD)
systém pro analyzu detekovanych udalosti, sbirani informaci o
entitadch a vypocet ,reputacniho skére”
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All-in-One: STaaS

Security Tools as a Service (STaaS)

@ https://github.com/CESNET/STaas

@ Virtudlni stroj / mozZnost instalace na fyzicky stroj
e Sada nastroju:

Flow exporter (flow_meter, po instalaci vypnuty)

Flow collector (IPFIXcol, primarni zdroj dat, ukladani flow dat)
stream-wise* IDS (NEMEA)

Warden klient

Nagios (NRPE pluginy)

Munin

GUI pro zobrazeni/vyhledavanf flow dat (SCGui)

GUI pro zobrazeni lokalné detekovanych udalosti
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https://github.com/CESNET/STaaS
https://github.com/CESNET/Nemea-Modules/tree/master/flow_meter
https://github.com/CESNET/IPFIXcol
https://github.com/CESNET/NEMEA
https://github.com/CESNET/SCGui

Zakladni pouziti

Jeden ¢i vice exportéril, kolektor

Flow Collector
(& IDS)

Monitoring
Probes
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Ukladani flow dat + odesilani alertd

@ Prohlizeni a vyhledavani flow dat pomoci SCGui misto dfive
pouzivaného nfsen

@ Detekované udalosti je mozné odesilat do Wardenu

Flow
é ey
P s ~Dardey
-

Monitoring i
Probes ScGu
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https://github.com/CESNET/SecurityCloudGUI

SecurityCloud GUI (SCGui)
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Kolektor trochu podrobnéji
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Network Entity Reputation Database (NERD)

@ http://nerd.cesnet.cz/
@ http://nerd.cesnet.cz/tncl6-poster.pdf

Database
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http://nerd.cesnet.cz/
http://nerd.cesnet.cz/tnc16-poster.pdf

Jak to rozjet — evoluce

@ Sestaveni ze zdrojovych kédii
@ RPM baliky

© Vagrant / Packer

@ Ansible
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Ansible: Jak nainstalovat stroje

o Zakladni pouZiti je popsdno v README.md
@ Ansible playbook: https://github.com/CESNET/STaaS

ansible-playbook -i inventory/hosts site.yml \
--tags install
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https://github.com/CESNET/STaaS/blob/master/Readme.md
https://github.com/CESNET/STaaS

Jak vytvorit svou upravenou instanci stroje

o Lze vyjit z ukazky staas-vagrant

@ Je potteba pripravit nastaveni proménnych pro stroj
(host_vars)

@ Moznost upravit inventaf — (konfiguraéni) soubory, které se
kopiruji na stroj
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CESNET?2
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Infrastruktura CESNET?2
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Infrastruktura CESNET2 — hranicni linky

13 hrani¢nich linek, do 7 siti/peeringu (duplikované linky)
10Gb/s a 100 Gb/s linky

6 méficich bodd, vétsina v rezimu 10x 10 Gb/s

7 COMBO karet (linka GEANT: 2 karty v serveru)

cca 12 testovacich méricich bodi

http://netreport.cesnet.cz/netreport/
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https://www.liberouter.org/technologies/cards/
http://netreport.cesnet.cz/netreport/

Preposilani dat na exportérech (CESNET)

@ Preposilani na testovaci kolektor

Flow Collector (& IDS) #1

ZZ2K)

Iz

Monitoring jecesr sl
Probes Flow Callector (& IDS) #2

(Test)
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Preposilani dat na kolektoru (CESNET)

@ Preposilani na testovaci kolektor pomoci IPFIXcol

Flow Collector (& IDS) #1

T
o v

-

N

Monitoring
Probes Flow Callector (& IDS) #2
(Test)
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CESNET: jaké stroje pouzivame (mj.)

staas-demo
collector
collector-test

staas-monitor (dohled, nagios)
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https://staas-demo.liberouter.org

SWITCH

Toma$ Cejka

19 / 27



Infrastruktura SWITCH (akademick4 sit ve Svycarsku)
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SWITCH

* RoutersNFv9
* Flowmon Generator IPFIX

Splunk Event Index ‘

@ Provoz zéaroven vedle Flowmon kolektoru
@ IPFIXcol + NEMEA
@ Udalosti se ukladaji do Splunk
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Moje kancelar
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flow meter: Export z PC nebo OpenWrt smérovace

e flow_meter (zminény na LD2016)
@ Flow export ze SOHO routeri v IPFIX forméatu
(https://github.com/CESNET/NEMEA-OpenWrt)
@ Nasazeno u mé v kancel&fi :-)
@ Testovano na:
e TP-Link WRT1043ND, TP-Link Archer C7, NEXX,
CZ.NIC Turris, CZ.NIC Turris Omnia
i_®
Flow Collector
(& IDS)
W 4 « AR
v . m
. ZZ3R
Monitoring @ m
Probes
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https://github.com/CESNET/NEMEA-OpenWrt

Dalsi pouziti flow__meter exportéru

@ samostatna sonda + analyzator, moznost
uklddani/zpracovavani provozu p¥imo na sondé

@ mozny zdroj informaci pro PassiveDNS

@ export flow véetné MAC

~ s
[

@ export flow vCetné L7 rozsiten
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Témeér konec prezentace
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@ Stinek CESNET — dema:

e L0 SDN a zelezni¢ni doprava
o Flexibilni zpracovani paketi rychlosti 100 Gb/s

@ Stanek Bastlifi SH
o Indoor LoRaWAN gateway (s podporou CESNET)

© Mésic kybernetické bezpeénosti  (http://mkb.cesnet.cz)

e Hacking soutéz , The Catch" (8.10. — 5.11.2017)
o SeminaF Security Fest (31.10.2017, Masarykova kolej CVUT)
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http://mkb.cesnet.cz

E-Mail: cejkat@cesnet.cz

Mailinglist: nemea@cesnet.cz

Prihlaseni:
https://random.cesnet.cz/mailman/listinfo/nemea
Web: http://nemea.liberouter.org

Git: https://github.com/CESNET/NEMEA

Twitter: @tomcejka, @NEMEA_ System
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https://random.cesnet.cz/mailman/listinfo/nemea
http://nemea.liberouter.org
https://github.com/CESNET/NEMEA
http://twitter.com/tomcejka
http://twitter.com/NEMEA_System

