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RADIUS?

o AAA protokol

» Authentication, Authorization, Accounting
» Autentizace, Autorizace, Uctovani (evidence)
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RADIUS? Mala exkurze do historie

Historie protokolu

@ Prvni uzivatelé - pocatkem 90. let univerzity v Michiganu

e Incentiva pro vznik: piechod z proprietarni sité na protokol TCP/IP a
zachovani tehdejsiho distribuovaného prihlasovani napfic univerzitami

o Kilic¢ova slova: ARPAnet, distributed dial-in
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@ Prvni uzivatelé - pocatkem 90. let univerzity v Michiganu

e Incentiva pro vznik: piechod z proprietarni sité na protokol TCP/IP a
zachovani tehdejsiho distribuovaného prihlasovani napfic univerzitami

o Kilic¢ova slova: ARPAnet, distributed dial-in

@ RADIUS zprvu komerZné nabizeny protokol v ramci feseni Livingston
Portmasters

@ 1992 working group pro pfipravu standardu
@ 1994 Internet Draft, 1997 RFC 2039, 2000 RFC 2865

Pavel Valach FreeRADIUS podrobnéji 7. rijna 2017 3 /38



RADIUS? ala exkurze do historie

NSFnet v roce 1993

NSFNET T3 Network 1992
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RADIUS Mala exkurze do historie

MichNet Shared Dial-in Locations
October 29, 1996

Menomine Ay

Radius Core Servers
@ Radius 2
® Radius 3
@ Radius 4
® Radius 5
@ Radius 6
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RADIUS

o Zakladni vlastnosti:

» Rozsiritelny protokol
» Komunikace pomoci UDP, default porty 1812, 1813
» Sady atributt ve stylu key-value

@ Podobné protokoly: kupf. TACACS+
o Nastupce: DIAMETER
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RADIUS? Flow komunikace

RADIUS RADIUS
Client Server

RADIUS: Access-Request —

[¢—— RADIUS: Access-Accept

or

4—————  RADIUS: Access-Reject —I

or

4——— RADIUS: Access-Challenge —I

Podobné pro accounting

@ Accounting—-Request —

@ < Accounting-Response
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Zakladni pojmy
Zakladni pojmy

e RADIUS server

» ,poskytovatel dat™, autentizacni server (koncovy bod TLS spojeni)
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Zakladni pojmy
Zakladni pojmy

@ RADIUS server
» ,poskytovatel dat™, autentizacni server (koncovy bod TLS spojeni)
RADIUS proxy

» ,middle-man”, zprostfedkuje autentizaci a autorizaci jinam

@ NAS - Network Access Server

> prostrednik” k spojeni s RADIUS serverem (switch, AP), poskytuje
pristup do sité / ke sluzbé

Supplicant
» klient" zadajici o pristup (wpa_supplicant, Windows EAP klient)
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RADIUS? Implementace RADIUSu

Implementace RADIUSu

o FreeRADIUS je nejznaméjsi svobodnou implementaci (GPLv2)

freeRADIUS
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RADIUS?

Implementace RADIUSu

Implementace RADIUSu

o FreeRADIUS je nejznaméjsi svobodnou implementaci (GPLv2)

freeRADIUS

@ Komeréni alternativa je napf. Radiator

el e,

(

|

Radiator
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N G UL < o AAA protokol na switchi?
K ¢emu AAA protokol na switchi?

Before 802.1X Authentication After 802.1X Authentication

https://networklessons.com/wp-content/uploads/2014/10/8021x-port-control.png
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K cemu AAA protokol na switchi?
K ¢emu AAA protokol na switchi?

cvut.cz N4 ‘ |

P“& Aktivita sitaru

Vytizeni sité Aktivita sitafn

itEthernet 1 @ 47

https://tacacs.sh.cvut.cz
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RADIUS? K éemu RADIUS/802.1x?

K ¢emu RADIUS na Wi-Fi?

i 3D =
AirPort: On |
Turn AirPort Off

v FBl Monitoring Van #237B
09FX10084383
abac
AG1 :
AMAZON e
GOOGLE =
GROUPON =
HOTELS.COM =
LUNA a=
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Join Other Network...
Create Network...
Open Network Preferences...
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N GUIULKl < cemu RADIUS/802.1x7
K ¢emu RADIUS na Wi-Fi?

nect to a Nety
Windows was unable to connect to cindytest

Troubleshoot problerns

Tell rne rmore about Internet connection problems

~ Pavel Valach | FreeRADIUS podrobnéji 7. Hijna 2017 12 / 38



K gemu RADIUS/802.1<?
K cemu WPA2-Enterprise (802.1x) a RADIUS?

o WPA2 s predsdilenym heslem neni moc bezpecné

» heslo jde ¢asto velmi snadno zjistit
» spousta systémi heslo posilad do cloudu
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e Pri pouziti WPA2-Enterprise se generuji unikatni Sifrovaci klice

@ spravné nastavené je pomérné-bezpeéné o néco malo bezpelnéjsi
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K gemu RADIUS/802.1<?
K cemu WPA2-Enterprise (802.1x) a RADIUS?

o WPA2 s predsdilenym heslem neni moc bezpecné

» heslo jde ¢asto velmi snadno zjistit
» spousta systémi heslo posilad do cloudu
» kdyz zachytite vyménu klicd a znate heslo, rozsifrujete komunikaci

e Pri pouziti WPA2-Enterprise se generuji unikatni Sifrovaci klice

@ spravné nastavené je pomérné-bezpeéné o néco malo bezpelnéjsi
o WPA2-Enterprise potfebuje zdroj autentizaénich dat
> tim byva vétsinou RADIUS server
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Instalace FreeRADIUSu

Instalujeme FreeRADIUS

Gentoo

# emerge -v freeradius
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Instalace FreeRADIUSu

Instalujeme FreeRADIUS

Gentoo

# emerge -v freeradius
Debian/Ubuntu

# apt—-get install freeradius
Arch Linux

# pacman -S freeradius

Fedora

# dnf install freeradius
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Zaklady

Zaklady konfigurace
@ Konfiguraéni soubory v /etc/raddb, popf.

/etc/freeradius/3.0
@ Vychozi nastaveni v /etc/raddb.default

POZOR, - |

KOUSE! =~ /

AT FrccRADIUS podrobngj
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Konfigurace FreeRADIUSu Zaklady

Zaklady konfigurace

@ Konfiguraéni soubory v /etc/raddb, popf.
/etc/freeradius/3.0

@ Vychozi nastaveni v /etc/raddb.default

POZOR, - _ /.
- 4—, J
KOUSE! ~ J

o Neni tézké konfiguraci totalné zvorat! Déelejte malé zmény!

o Pouzivejte pfikaz radiusd -X a zkousejte

FreeRADIUS podrobnéji 7. fijna 2017 15 / 38



Konfigurace FreeRADIUSu Certifikaty

Certifikaty - Na co si dat pozor?

@ vychozi self-signed certy jsou dobré na testy

@ pro autentizaci pres jméno/heslo pouzit
EAP-TTLS/PEAP-MSCHAPvV2 a certifikat s davéryhodnou CA

@ pro autentizaci klientskym certifikaitem (EAP-TLS/EAP-TTLS)
vlastni autoritu
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Certifikaty - Na co si dat pozor?

@ vychozi self-signed certy jsou dobré na testy
@ pro autentizaci pres jméno/heslo pouzit
EAP-TTLS/PEAP-MSCHAPV2 a certifikat s davéryhodnou CA

@ pro autentizaci klientskym certifikaitem (EAP-TLS/EAP-TTLS)
vlastni autoritu

> Lepsi kontrola nad certifikaty a revokacemi
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Konfigurace FreeRADIUSu Certifikaty

Certifikaty

@ slozka certs - vychozi certifikaty, CA
» ./bootstrap
vygenerujete server .pem podepsany self-signed CA
» openssl dhparam -out ./dh 2048
vygenerujete DH soubor
» dalsi info v README

@ konfigurace v mods-available/eap

Pavel Valach FreeRADIUS podrobnéji 7. Fijna 2017
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Konfigurace FreeRADIUSu EAP

o EAP = Extensible Authentication Protocol

@ data se prenasi ve zpravach Access—-Request a
Access—Challenge v atributu EAP-Message

@ pro Gcely prihlasovani na Wi-Fi se dnes nejCastéji pouzivaji

EAP-PEAP, MSCHAPv2

EAP-TTLS

EAP-TLS

EAP-SIM (z néjakého diivodu to obcas byva default)

@ PEAP, TLS i TTLS vytvareji mezi supplicantem a koncovym RADIUS
serverem TLS tunel

vy vy VvYy

> ovéruje se zde divéryhodnost CA a hostname, pfip. i platnost
predlozeného klientského certifikatu

» poté zde probihaji dalsi faze EAPu (PAP, CHAP, GTC, MSCHAPv2
etc.)

Pavel Valach FreeRADIUS podrobnéji 7. fijna 2017 18 / 38



Konfigurace FreeRADIUSu EAP

Konfigurace EAP

@ vmods—-available/eap

o PEAP, TLS a TTLS komunikace probiha pfes tzv. inner-tunnel,

coz je ve FreeRADIUSu samostatny server - proto je nutné vlastni
pfihlaseni hodit i tam!
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ce FreeRADIUSu EAP

Jak otestovat EAP

echo "User-Name=bob@marus.ex,User-Password=loveH4tel23,Calling-
Station-Id=7c:dl:c3:db:fd:£f3"
| radclient 127.0.0.1 auth testingl23 -x -s
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Konfigurace FreeRADIUSu NAS (clients)

Klienti RADIUS serveru (NAS)

@ clients.conf
» client iftest {
» type = auth | acct | auth+acct
» ipaddr | ipvédaddr | ipv6addr = hostname |

localhost

» secret = TakCcal6ZnakuANicSlovnikoveho

» nas_type = viz /usr/share/freeradius/dictionary. *
/ other

>}
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Konfigurace FreeRADIUSu Uzivatelé

Prihlasovani uzivateld

Zpisoby autentizace se definuji v jednotlivych virtualnich hostech
o sites-enabled/ napt. default
v sekci authorize
e files (soubor users)
@ unix
e ldap
@ sqgl
@ perl

Pro PEAP, TTLS je tfeba je uvést i ve virtual hostu inner-tunnel.
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Konfigurace FreeRADIUSu Uzivatelé

Ukladani hesel

@ Pro nejbéznéjsi metody prihlasovani (PEAPvVO, ovéreni MSCHAPV2)
plati:
Hesla uzivateli je tfeba poskytnout v plaintextu nebo NT /LM!
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Uzivatelé

Ukladani hesel

@ Pro nejbéznéjsi metody prihlasovani (PEAPvVO, ovéreni MSCHAPV2)
plati:
Hesla uzivatelii je tfeba poskytnout v plaintextu nebo NT /LM!

NTLM Decrypter - Over 312.072 billion cracked NTLM hashes. NTLM ...
https://hashkiller.co.uk/ntim-decrypter.aspx ~ PreloZit tuto stranku

Your free online LM / NTLM decryption and encryption website - NTLM ... Please note the password is
after the : character, and the NTLM hash is before it.
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gurace FreeRADIUSu Roaming

Roaming

Podpora uzivatelii z riznych realmi
@ naprosto zasadni pro provoz eduroamu a dalSich rozlehlych siti

@ definovana v souboru proxy.conf
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Konfigurace FreeRADIUSu Roaming

Reseni pro propojeni vzdalenych RADIUS serveri

o IPSec

@ RadSec
https:
//www.eduroam.cz/cs/spravce/pripojovani/radsec/uvod
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Nastaveni Wi-Fi AP / kontroleru

o Kazdy systém to ma jinak
o WPA2-Enterprise /| WPA2-EAP

e AES

o IP adresa RADIUS serveru, auth port (1812), secret

Wireless Security athl

Physical Interface ath1 SSID [wifiapname] HWAddr [20:4E:7F: 1
Security Mode WPAZ Enterprise =
WiPA Algorithms AES =
Radius Auth Server Address 10/, 0. of.| 254
Radius Auth Server Port 1812 {Default: 1817)
Radius Auth Shared Secret MakeThisRandomStringLongAsTEwilN Unmask
Radius Auth Backup Server Address 0. 0. 0. 0
Radius Auth Backup Server Port 1812 {Default: 1817)

Radius Auth Backup Shared Secret
Radius Accounting

Key Renenal Interval (in secands)

[ urmask
) Enable @ Disable

3600

Save Apply Settings

FreeRADIUS podrobnéji

s

rijna 2017
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__ Nestveni WiFi AP/ lontrolen |
Nastaveni Wi-Fi AP / kontroleru

o Kazdy systém to ma jinak

o WPA2-Enterprise /| WPA2-EAP

e AES

o IP adresa RADIUS serveru, auth port (1812), secret

ﬁ Ruclus ZoneDirector - ruckus-zd

Dashboard Monitor Configure Administer

Authentication/Accounting Servers
Authentication/Accounting Servers

WLANS This table lists all authentication mechanisms that can be used whenever authentication is needed.
Access Points Name Type Actions

Access Control pride RADIUS RADIUS Edit Clone

Editing (pride RADIUS)

Name

pride RADIUS
Type Active Directory DA ‘@ RADIUS | RADIUS Accounting  TACACS+
Auth Method pap o CHAP
Backup RADIUS Enable Backup RADIUS support
1P Address® 10.10.110.1
Pty 1812
SharedSecret* .
Confirm Secret*

FreeRADIUS podrobnéji 7. fijna 2017 26 / 38



__ Nestveni WiFi AP/ lontrolen |
Nastaveni Wi-Fi AP / kontroleru

o Kazdy systém to ma jinak
e WPA2-Enterprise /| WPA2-EAP
e AES

o IP adresa RADIUS serveru, auth port (1812), secret

alals
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEED]
Security RADIUS Authentication Servers
v AAA Auth Called Station IDType | AP MAC Address:SSID v
General
+ RADIUS Ues AES Key W
Authentication: = ev Wrep (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Hyphen ~
DNS
Downloaded AVP Framed MTU 1300
» TACACS+
(LeLes Network Server
Local Net Users User Management Index Server Address(Ipva/Ipv6) Port
MAC Filtering
« Disabled Clients 1 * 10.10.110.1 1812

AT FrccRADIUS podrobngj

s
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/ kontroleru Cisco 2960

Nastaveni Cisco 2960 pro 802.1x s RADIUSem 1/2

Prihlageni do sité pomoci 802.1x

!

aaa new-model

|

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius
aaa accounting network default start-stop group radius
|

authentication mac-move permit

|

dotlx system—auth-control

|

interface FastEthernet0/14

authentication port-control auto

dotlx pae authenticator

FreeRADIUS podrobnéji 7. fijna 2017
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veni Wi-Fi AP / kontroleru Cisco 2960

Nastaveni Cisco 2960 pro 802.1x s RADIUSem 2/2

!
! nasledujici prikaz vyzaduje reload!

radius-server unique-ident 1

!

radius server pride

address ipv4 10.10.110.1 auth-port 1822 acct-port 1823
automate-tester username ciscotest ignore-acct-port idle-time 5

key theKeyThatIsSetOnR4DIUSserver5
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Klient neni vas pritel

~ Pavel Valach | FreeRADIUS podrobnéji 7. Hijna 2017 29 / 38



Klient neni vas pritel

etworkManager App
No Certificate Authority certificate chosen

INot using a Certificate Authority (CA) certificate can result in
connections to insecure, rogue wireless networks. Would
The Credentials provided by the server could not be validated. We recommend you like to choose a Certificate Authority certificate?

that you terminate the connection and contact your administrator with the
information provided in the details. You may stil connect but doing so exposes % Don't wam me again
you to security risk by a possible rogue server. e e

Chi CA Certificate
E] Details [ Terminate J l Connect e s -

Zadna SIM 328 [CE ]

¢ Zadejte heslo Certifikat

L Ovéieni certifikdtu
= o i i v siti ed 3 SIN Radius server
Pfed ovéfenim totoZnosti na serveru ,radius3.upol.cz® byste méli pfezkoumat SIN CA
l ﬁ? certifikt serveru a ujistit se, Ze je pro tuto sif vhodny. Neovéfeno Piijmout

Chcete-li si certifikdt prohlédnout, kiiknéte na tladitko Zobrazit certifikdt.
Popis Ovéfeni totoZnosti serveru
Vyprl 8. 3. 2018 21:12:32

? Zobrazit certifikét Zrusit Pokracovat

Podrobnosti

~ Pavel Valach | FreeRADIUS podrobnéji 7. Hijna 2017 30 / 38



_ DEH peser m avd CEhEEdl

Ani uzivatel neni vas pritel!

~ Pavel Valach | FreeRADIUS podrobnéji 7. Hijna 2017 31/ 38



Klienti Davejte pozor na své uzivatele

Vase pripojeni neni zabezpecené

K serveru untrusted-root.badssl.com se nepfipojite, protoze majitel
serveru zapomnél zkalibrovat singularitu supernovy, spadl mu server
na hlavicku, nebo tak néco, a ted se mu todi hlava a ja se na néj
nemuUzZu dostat.

Zjistit vice...

Hlasit chyby jako je tato a pomoci tak organizaci Mozilla
identifikovat a blokovat skodlivé stranky

Prejit zpét Rozsifené

N
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Klienti Davejte pozor na své uzivatele

untrusted-root.badssl.com pouziva neplatny
bezpecnostni certifikat.

Tohle nectu, protoze bych z toho mohl dostat vyrazku.
Obsah tohoto textu mne znacné urazi... jakapak mezilehla
CA?

Kéd chyby: NEJAKA_CHYBA_KTERE_NEROZUMIM

At uz to zmizi...
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Srovnani s protokolem DIAMETER DIAMETER

DIAMETER
(]
(]
o
o
o
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V podstaté RADIUS v2

Na L4 pouzivd SCTP nebo TCP, nikdy UDP

Pokrocilejsi ve vSech ohledech - autokonfigurace, agenti, P2P rezim...
Zacal se vyvijet brzy po RADIUSu, ale nikdy se tolik nerozsiFil

Hlavni pouziti v IMS (mobilni operatofi)



Srovnani s protokolem DIAMETER Druhy agentil

Druhy agentd

o Relay agent

» prostrednik”, ktery predavd pozadavky dale

» mize je sdruzovat
o Proxy agent

» . prostrednik”, ktery mize pozadavky upravovat, napf. podle realmu
o Redirect agent

» centralni konfiguracni repozitaf pro ostatni nody
» udrzuje smérovaci tabulku a na vyzadani zasle adresu pro poptavany
realm

o Translation agent
» ,prekladatel” z ciziho protokolu (RADIUS, TACACS+) na DIAMETER
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Srovnani s protokolem DIAMETER DIAMETER servery

OSS DIAMETER servery

o freeDiameter

» BSD-like licence
» http://www.freediameter.net

@ RestComm JDiameter - TeleStax, Inc.

» GNU Affero GPL v3.0 i komeréni licence
» https://github.com/RestComm/jdiameter
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http://www.freediameter.net
https://github.com/RestComm/jdiameter
http://diameter.sourceforge.net/

Srovnani s protokolem DIAMETER DIAMETER servery

OSS DIAMETER servery

o freeDiameter

» BSD-like licence
» http://www.freediameter.net

@ RestComm JDiameter - TeleStax, Inc.

» GNU Affero GPL v3.0 i komercni licence

» https://github.com/RestComm/jdiameter
o zbytek je tak n&jak polomrtvy
@ Open Diameter

» posledni verze z r. 2004
» http://diameter.sourceforge.net/
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Srovnani s protokolem DIAMETER DIAMETER servery

Ryze komercni DIAMETER servery

o Radiator
» https://www.open.com.au/radiator/
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https://www.open.com.au/radiator/

That's all folks! T™

Zavér a dalsi zdroje

@ http://wiki.freeradius.org/guide/HOWTO

@ https://www.linuxexpres.cz/praxe/
freeradius—-server—-uvod—-a-instalace

@ FreeRADIUS Beginner's Guide, Dirk van der Walt, PACKT Publishing

@ https://www.interlinknetworks.com/app_notes/
History%200f%20RADIUS.pdf

@ https://www.ibm.com/developerworks/library/
wi-diameter/index.html
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That's all folks! T™

Pavel Valach
ja@paulos.cz

Diky za pozornost!

https://paulos.cz/slides/
LinuxDays—-2017-FreeRadius.pdf
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