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Jak to funguje?

* Middle relays
* Verejné
* Neverejné (Bridges)
* Exit nodes (provoz dale nesifrovany)
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Pluggable transports

* Utility pro rGizné zpusoby pFipojeni
* Maskovani, smérovani, ap.
* GOOGLE:443 -> TOR

BROWSER Tor Bridges Configuration

You may use the provided set of bridges or you may obtain and enter a custom set of
bridges. Each type of bridge uses a different method to avoid censorship. If one
bridge does not work, try again using a different one.

© Connect with provided bridges
Transport type: obfs4 (recommended) B

meek-amazon
meek-azure
Enteroneormi obfs3

type address:pé v obfa4(recunmended)

scramblesuit

Enter custom bi



Tor Browser

* Upraveny Firefox
* Striktni konfigurace
* Bezpeénostni pluginy

* Easy to use (jeden bali¢ek)

Congratulations!

This browser 1s configured to use Tor.
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What Next? ‘ ' You Can Help!
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Pro¢ je Tor dulezity

Tor is a critical
technology, not just
in terms of privacy
protection, but in
defense of our
publication right --
our ability to route
around censorship
and ensure that when
people speak their
voices can be heard.
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The Onion Services

* Anonymizace

* Server nezna klienta
* Bezpeénost

* End-to-end encryption
* Autorizace
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* Vlastni Vinltl,
* SSH
* VPN

* To r-SpeCifiC debian-7.5.0-amd64-netinst.iso
* SHA1 checksum: 8738ef91931dc837ba5c6e481f98d63a7f01b101
Ricochet

File size: 222.0 MiB
* - Give this URL to the person you're sending the file to:
Ni 0 N s a re http://5kvpmmS5gncwmmwcw.onion/a3b6f268669380ee098b04c057f6edb4
Copied URL to clipboard

Download page loaded

* VeFejné Download started 72.0 MIB, 32%
* Facebook
* Blockchain
* DuckDuckGo



Tor sit

* Privatni prefix
* Forwarding
* Tor DNS

ssh rpgaeafzlifhgapoe.onion

»
0JA
v

-
INOTA
» J






