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%Forenzni L,JVOd n I, S I OVO

® Ukazka spoluprace
@ Univerzitni CSIRT & forenzni laborator
@ Zapadoceska univerzita v Plzni
(WEBnNet Incident Response Team)
@ FLAB - Forenzni laborator CESNET
® Schéma
@ CSIRT resi incident
@ CSIRT potrebuje informace
@ Forenzni laborator poskytne informace
@ CSIRT zuzitkuje informace
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D&jstvi I: Stav na ZCU
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LCI? Podvodné e-maily ...

laborator

Predmeét: Elektronicka faktura

Datum: Wed, 3 May 2017 18:31:19 +0200

Od: Martin Vesely <info@studiomazzottiecruciani.it>
Komu;: EEEEEEEEEEQ@ENN zcu.cZ

To je faktura:
https://dl.dropboxusercontent.com/s/y22gf69tyupindf/578171.zip?d|=0

Pokud budete potrebovat dalSi pomoc, nevahejte se na me obratit.

Se srdecnym pozdravem,
Martin Vesely

5.fr>

Kompletni informace:

Vazime si vasi prace.

S pozdravem,
Jakub Krejci

https://dl.dropboxusercontent.com/s/xjbju2tx1k1ruq8/439937.zip?dI=0
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N ... ajejich nasledky

laborator

All your valuable data is now encrypted by CryptoLocker

Install TOR browser and visit our website to get solution

+ Use Internet Explorer, Chrome or FireFox to access Tor Project website: https:/iwww.torproject.org/download/download-easy.html.en

;-. ), '\3 e = | @ | https:/fwww. torproject, org/downloas

7| CryptOLOcker o [mf
=]
we have encrypted your files with CryptOLOcker virus Bl E3
k, you need to provide
brriet Connection.
Your important files (including those on the netwark disks, USE, etc): photos, videos, documents, etc. were encrypted with our CryptOLOcker virus. The only way to get
your files back is to pay us. Otherwise, your files will be lost. r
| HOW_TO_RESTORE_FILES.tit — Pozndmkovy blok ===

Caution: Removing of CryptOL0cker will not restore access to your encrypted files.

To recover your files you have to pay.

In order to restore the files open our website http://2ymh2gnnbgépgq2r. tigercity. pl/gh42td. php?user_cod

If the website is not available please follow these steps:
1. Download and install TOR-browser from this link: https:/www.torproject.org/download/download-eas

2. After installation run the browser and enter the address: http://gdzll7bykhnvtajj.onion/gh42td.phpius
3. Follow the instructions on the website.
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Soubor Upravy Format Zobrazeni  Napovéda

'l WE HAVE ENCRYPTED YOUR FILES WITH CryptOLOcker !!!

Your important files (including those on the network disks, USB, etc): photos,
videos, documents, etc. were encrypted with our cr¥pt0LOcker. The only way to
get your files back is to pay us. Otherwise, your files will be Tost.

You have to pay us if you want to recover your files.
In order to restore the files open our website

http:Nzymhzﬁnnbgﬁpngr.t'iger‘C'ity.p'Ifqhd-ztd.php?user_ccude=e5\-.w09&user‘_pass=320?
and follow the instructions.

If the website is not available please follow these steps:

1. pownload and run TOR-browser from this link: https://www.torproject.org/downl
2. after installation run the browser and enter the address: http://gdz117bykhm
3. Follow the instructions on the website.
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%r:.::r:::,@ Cile analyzy

@ Potreby CSIRT

® Ziskat informace
® Reakce na incident
@ Preventivni kroky

@ Otazky k zodpovézeni

1. Jakou roli hraje odkaz pri infekci ransomwarem?

2. Jaké jsou lokalni a sitové charakeristiky indikujici otevreni
souboru?

3. Jak lze zablokovat ¢innost malware?
® Rychlost je klicova

@ Prubézné sdélovani nalezenych informaci
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g Analyza - od e-mailu k ransomware

laborator

@ Hypotéza:

@ Podvodny e-mail vede k instalaci ransomware

® Prubéh

® Zaslani podvodného e-mailu s odkazem

@ Stazeni archivu zip z Dropboxu

this["\wuB865%uB8076 5141 uBB6c” ] {"\x6e\ 1455167 \uBBs1y 1434168151 uBB7 6e\uBBa5s 8\ x4f ~

°..
® Analyza archivu

@ Nazev: 319291.zip
@ Obsah:

e nortonsecured.png
e 319291.js
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L% Analyza - od e-mailu k ransomware

laborator

® Analyza javascriptu

@ Deobfuskace
e Escapovani znakll (\u065 \x65 %65)
e Skladani kédu za chodu (exec, Wscript.Shell)
e Rozkladaniretézcl (“rete“+“zech")
e Cinnost skriptu
e Stazeni souboru (dvé hardcoded URL)
e UloZeni souboru do doc¢asného adresare (S TEMP%)
e Spusténi souboru (start <soubor>)
@ Hardcoded URL maji kratkou zivotnost
e Nutno stahnout rychle po doruceni e-mailu
e Skript deobfuscate-7js.py (rychlé zjisténi URL) pro CSIRT

2017-10-07, LinuxDays, Praha



g Analyza - od e-mailu k ransomware

laborator

$ python deobfuscate-js.py 324462.7js

CEhtyz= (80542, "responseBody") ;

jjJHORQ= (33042, "Write");

sPOWDAc= (96757,"open") ;

xcmSDMX= (38670, "GET") ;

EXnIZN= (99448, "type")

utHMHuUOA= (71341, "saveToFile");

OjGgiEv= (14431,"\\tmp304742.352");

dsop= (28880, "new ActiveXObject (\"Msxml2.ServerXMLHTTP\")") ;
plodJddP= (51448,"http://kolives.pl/file/ret.£fgh");

hNoJ= (58497, "send") ;

LNIKiLv= (75328,"http://pinusels.pl/file/ret.£fgh");
JzViY¥= (92551, "new ActiveXObject (\"ADODB.Stream\")") ;
SVEHjWu= (88493, "new ActiveXObject (\"WScript.Shell\")");
WFLcP= (17372,"eval") ;

rCmB= (96798, "$TEMPS%") ;

GuyZdu= (99062, "ExpandEnvironmentStrings") ;

2017-10-07, LinuxDays, Praha




S? « ANalyza - od e-mailu k ransomware

laborator

@ Stazeny soubor

® ret.fgh,sef.cvb,...

$ file ret.fgh
ret.fgh: PE32 executable (GUI) Intel 80386, for MS Windows,

Nullsoft Installer self-extracting archive

@ NSIS (Nullsoft Scriptable Install System)

@ Obsahuje soubory (archiv)
e 7zip
@ Obsahuje pokyny (skript/kéd)
e Nullsoft decompiler, IDA Pro disassembler
@ start ret.fgh =instalace

® CryptOLOcker? Botnet klient?

2017-10-07, LinuxDays, Praha 11




S? «x ANalyza - od e-mailu k ransomware

laborator

® Analyza NSIS instalatoru

@ Pokus o dekompilaci (Nullsoft Decompiler)
e Selhani ... Spatny format?
@ Modifikace instalatoru utocnikem
e Vlozena vlastni DLL + Sifrovany obsah
e Obsah je desifrovan, vlozen do béziciho procesu
e Desifrovany kéd neni na disku (!)
e Detailni popis:

Ransomware Families Use NSIS Installers to Avoid Detection, Analysis
(Charles Crofford, Douglas McKee, 2017-03-28)

@ Detailni staticka analyza zavrzena

e Duraz na rychlost -> provedeni dynamické analyzy

2017-10-07, LinuxDays, Praha
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g Analyza - od e-mailu k ransomware

laborator

@ Vysledky dynamické analyzy
@ Potvrzeni modifikovaného NSIS instalatoru
@ Vyuzivani lokalniho tempu aktualniho uzivatele

~ ’ = Process Explorer - Sysinternals: www.sysinternals.com [vs-PCivs] o e =
@ Vytvofeni procesu svchost.exe =i+ -n-
. = IREIN-NER=1=00= RS X=00 A &l [ I
Process CPU  Pivale Byles  WordngSet  PID Desciption -
o i services.exe 002 4068 K §612K 468
e o . T o S :
] VBoxSenice exe 003 2668K 4768K 64D
e Code iniection D= o [
[ swchost exe 12540K  12252K jost Process for Windows ... |
5[] suchost exe <0 3136K 8672K jost Process for Windows 5. |
8] dwm exe 396K 3808K ; I
[ svchost exe 001 14883K  24968K o
[]svchost exs 4588 333K I
. [ ]suchost exe <0 B136K  10096K I
[spoolsv.exe 4196K 888K I
i swchost exe 813K 9284K I
V4 ] suchost exe 3368K 7112K I
vew, v [lsuchost exe 1284 K 404K I
Tsppsveexe 269K 7972K L
[)imskhost exe 225K 5660K E
7] Searchindexer exe 21200k 12084K 100 Mcrosoft I
[ svchost exe 001  148212K 353K 2652 Host Proo ws S |
s ]svchost exe L 4804K 2432 Host Process for Windaws 5. |
T S ;
C . \ProgramData\ lmex 1088K 2836K 484
B 02 144K 522K 380
i conhost exe <0 544K 4460K 212 Consols Window Host I
] wirlogon e 132K 468K 408
C:\ProgramData\<random>\ o — 21 el o ——
[ RE Exe

o Pe ISl Ste nce g ot e 1 P 5
HKCU:\Software\Microsoft\Windows\CurrentVersion\Run\

Spoustén je opét , NSIS instalator”
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S? «x ANalyza - od e-mailu k ransomware
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D4
[
1% Spravee dloh systému Windows EI@
. I | l | lOS ryp ( ‘ ru Souber MoZnosti Zobrazit Okna Mapovéda
Aplikace | procesy | Sluzby | vykon | Sitd | Uivatelé
eowv , v ’ e 4 iehs - Stav
@ Zajisténi persistence
ECryplﬂLDckEr Spusténo
¥ Process Explorer - Sysinternals : www.sysinterna...  Spusténo

@ Zasifrovani souboru

e Nahodné generované pripony
e V kazdém adresari instrukce v TXT a HTML

® Smazani shadow copy

vssadmin.exe Delete Shadows /All /Quiet

@ Nastaveni informaci pro uzivatele

e Pozadi plochy (wallpaper)

e Otevreni HTML instrukci v Internet Exploreru
e Otevreni TXT instrukci v Notepadu

e Zobrazeni okna s instrukcemi

2017-10-07, LinuxDays, Praha 14



LCI? Odpovedi na otazky
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1) Jakou roli hraje odkaz pfri infekci ransomwarem?

@ Odkaz vede na archiv s javacsriptem, ktery po spusténi stahne
dalSi soucasti malware z webu. Jde o prvni krok vedouci k
instalaci ransomware CryptOLOcker.

2) Jaké jsou lokalni a sitové charakeristiky indikujici
otevreni souboru?

e Lokalni: zasifrované soubory, zména pozadi, zobrazeni
informaci o platbé (notepad, IE, aplikacni okno), persistence v

registrech odkazujici do $programdata%, proces svchost
mimo strom services.

e Sitové: komunikace dropboxem, s dropzonou, s C&C serverem
po HTTPS, DNS dotazy na nahodné domény tretiho radu

e LiSi se pro jednotlivé vzorky (seznam pro analyzované)

2017-10-07, LinuxDays, Praha 15



S:e Odpovedi na otazky
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3) Jak Ize zablokovat ¢innost malware?

@ Doruceni e-mailu
e Docasné pravidlo pro obsah
@ Stazeni z dropboxu

e Docasné blokovani Dropboxu
e Pouceni uzivatelé

@ Spusténi javascriptu / spusténiv $temp%

e Pravidlo zabezpeceni koncovych stanic (blokovani $temp%)
@ Stazeni NSIS instalatoru

e Blokovani komunikace s dropzone
e Desifrovaci klice na C&C / Sifrovaci klice z C&C

e Blokovani komunikace s C&C

2017-10-07, LinuxDays, Praha
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Dejstvi lll: Vyuziti informaci
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L% Reakce a prevence

laborator

® Reakce

@ Nalezeni a izolovani napadenych zarizeni
e |IP adresy - provozni a lokaliza¢ni udaje
e Kontakt postizenych uzivatelt
e Neplatit
e Informace o vhodnosti zalohovani
e Informace o podvodnych e-mailech

@ Prevence
e Uprava pravidel AV systému

e Blokovani spousténi soubort v do¢asném adresari
e Efektivni
e Fungovalo i pro dalSi viny podobnych e-mail

e Skoleni uzivatelt

2017-10-07, LinuxDays, Praha
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@ Sluzby forenzni laboratore

@ Analyza bezpecnostnich incidentt (reakce)
e Analyza zarizeni
e Analyza malware
° ..
@ Penetracni a zatézové testy (prevence)
e Simulace realnych Gtocniku
=> moznost na chyby reagovat vcas
@ Doplnkové sluzby
e Konzultace
e Skoleni, seminare, workshopy
e Obnova dat

2017-10-07, LinuxDays, Praha 19



L% Nejblizsi workshop
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@ Forensic Training

e Pripraveno s Jeanem Benoit (University of Strasbourg)
e Dvadny (12.2. - 14.2.2018)
@ Obsah

e Zajisténi dat

e \Vytvoreni casové osy

e Zakladni analytické postupy
e Sumarizace nalezu

e Prezentace vysledkd

@ Teoreticky uvod + prakticka cviceni
@ Dalsi informace: Andrea.Kropacova@cesnet.cz

2017-10-07, LinuxDays, Praha
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L% Pozvanky

laborator

So 12:00 / 105 - Pavel Kacha - Hleddme nezvané hosty
Ne 10:00 / 105 - Ondrej Caletka - IPv6 tunely pomoci OpenVPN
Ne 11:00 / 107 - Tomas Cejka - Monitorovdni sité pomoci flow

Stanek CESNET - dema:

LO SDN a zeleznicni doprava

Flexibilni zpracovani paketu rychlosti 100 Gb/s
Stanek Bastliri SH

- indoor LoORaWAN gateway (s podporou CESNET)

Mésic kybernetické bezpecnosti - https://mkb.cesnet.cz
Hacking soutéz ,The Catch“ (8.10. - 5. 11. 2017)
Semindr Security Fest (31. 10. 2017, Masarykova kolej CVUT)

2017-10-07, LinuxDays, Praha 21



? 8:CESNET
B IF;h: ator l

27?5

https://flab.cesnet.cz

flab@cesnet.cz
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