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O projektu pfSense

● Firewall distribuce – vystavěná na FreeBSD

● Využívá mnoho dalších Open Source projektů

● pf (Packet Filter) Sense – stavový firewall

● pf vyvíjen jako součást OpenBSD

● Předchůdce IPFilter – IPF - IPWF

● Packet Filter poprvé ve FreeBSD 5.3

● IPFW > IPF > PF



  

Historie projektu

● Vznikl v roce 2004 jako fork m0n0wall

● Chris Buechler a Scott Ullrich

● BSD Perimeter LLC

● 2014 pfSense - Electric Sheep Fencing LLC (ESF)
● ESF Contributor License Agreement

● 2015 Europe OPNsense project

● 2016 Rubicon Communications, LLC



  

Licence

● BSD licence

● 2014 - BSD + ESF licence

● 2016 - Apache 2.0 license + ESF licence

● ESF Contributor License Agreement

● Individual Contributor License Agreement (ICLA) 

● Corporate Contributor License Agreement (CCLA)



  

Firewall pfSense

● Obraz (ISO) s instalátorem

● Memstick obraz s instalátorem – USB Flash

● Embedded (NanoBSD) pro CF – bude ukončena podpora

● amd64, i386

● pfSense 2.3.4-RELEASE-p1 - FreeBSD 10.3-RELEASE-p19

● ARM ve verzi 2.4.0 – SG-1000 a SG-3100

● Ukončení podpory - i386 a NanoBSD



  

pfSense hardware

● Běžný dostupný hardware

● FreeBSD 10.3-RELEASE Hardware Notes
● https://www.freebsd.org/releases/10.3R/hardware.html

● amd64, i386

● PC Engines APU a APU2

● FabiaTech

● Industrial Mini PC Computer



  

pfSense hardware

● Netgate pfSense Security Gateway Appliances

● SG-* SOHO/SMB – Remote Office

● XG-* Enterprice – High Availability 

● RCC-* Netgate HW 

● Cloud

● pfSense for Amazon AWS

● pfSense for Microsoft Azure

● pfSense for VMware



  

WebGUI - Login



  

Dashboard



  

DHCPv4



  

DHCPv4 – Statické mapování



  

DHCPv4 – Leases



  

NTP



  

NTP - Status



  

NAT



  

Port Forward



  

Firewall Rules



  

OpenVPN



  

OpenVPN - Status



  

Dotazy?

Děkuji za pozornost.
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