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PASSWORD #0 hQIMAzaQidYH

PASSWORD #1 3xi5ARAAgttc
PASSWORD #2 v011AmS58Cr2b

PASSWORD #3 Nv/7V8T/L7EB







hQIMAzaQidYH
3x15ARAAgttc
v11AmS58Cr2b
Nv/7V8T/L7EB
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Kryptografie




Symetricka kryptografie




Symetricka kryptografie - Velky polsky k¥iz
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Symetricka kryptografie - Velky polsky k¥iz




Symetricka kryptografie - Velky polsky k¥iz
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Symetricka kryptografie - Velky polsky k¥iz
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Asymetricka kryptografie
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PGP, OpenPGP & GnuPG




Pretty Good Privacy




é%GnuPG



Generovani kli¢u




$ gpg --full-gen-key



$ gpg ——full-gen-key

Algoritmus: RSA
Délka kliCe: 4096 bit
Expirace: 77

Jméno:

Email:

Komentar:



$ gpg -k

pub rsa4096 2016-09-15 [SC] [expires: 2018-10-06]
52C29D89915D03EC3F55F03523BB315BAB68B24 1

uid [ultimate] Emil Miler <emil.miler@pedf.cuni.cz>

uid [ultimate] Emil Miler <em@cocaine.ninja>

sub rsad096 2016-09-15 [E] [expires: 2018-10-06]



Z3aklady Sifrovani & desifrovani




$ gpg -ear recipient



$ gpg -ear recipient

-e . encrypt
-a : armour

-r : recipient



$ cat message.txt | gpg -ear recipient > secret.asc



$ gpg -d secret.asc



Roundcube - Enigma
Thunderbird - Enigmail
Claws Mail - GPG Plugin
KMail



Elektronické podpisy




Elektronické podpisy

=) X



Elektronické podpisy - Pribéh podpisu

#1 r89agbs

#0 + g7/sfl =



Elektronické podpisy - Pribéh overeni podpisu

/“’ g7/sfl = r89ag5

EA % r89ags
=

/,_/



$ gpg --sign message.txt



$ gpg --verify message.txt.gpg



P¥iprava na key signing party




0x23BB315BAB68B241 2016-09-15 [SC]
fingerprint: 52C2 9D89 915D 03EC 3F55

FO35 23BB 315B AB68 B241
Emil Miler <emil.miler@pedf.cuni.cz>
Emil Miler <em@cocaine.ninja>

0x23BB315BAB68B241 2016-09-15 [SC]
fingerprint: 52C2 9D89 915D 03EC 3F55

F035 23BB 315B AB68 B241
Emil Miler <emil.miler@pedf.cuni.cz>
Emil Miler <em@cocaine.ninja>

0x23BB315BAB68B241 2016-09-15 [SC]
fingerprint: 52C2 9D89 915D 03EC 3F55

FO035 23BB 315B AB68 B241
Emil Miler <emil.miler@pedf.cuni.cz>
Emil Miler <em@cocaine.ninja>

0x23BB315BAB68B241 2016-09-15 [SC]
fingerprint: 52C2 9D89 915D 03EC 3F55

FO035 23BB 315B AB68 B241
Emil Miler <emil.miler@pedf.cuni.cz>
Emil Miler <em@cocaine.ninja>

https://fingerprinter.pdostal.cz






Vymeéna listki

0x23BB315BAB68B241 2016-09-15 [SC]

B&hem party zkontrolovat: fingerprint: 52C2 9D89 915D O3EC 3F55
X _ _ 3 FO35 23BB 315B AB68 B241
e prikaz identity s fotografii Emil Miler <emil.miler@pedf.cuni.cz>

., . . Emil Miler <em@cocaine.ninja>
e Ze listek obsahuje adresu a otisk

https://fingerprinter.pdostal.cz



Prabéh podepisovani

e Stahnout kli¢ z keyserveru
e $ gpg --keyserver pool.sks-keyservers.net --recv-keys <keyid>
e Zkontrolovat otisk podle papirku
e $ gpg --fingerprint <keyid>
e Podepsat spravné identity
e $ gpg --sign-key --ask-cert-level <keyid>
e Odeslat kli¢ majiteli

e $ gpg -a —-export <keyid> | gpg -ear <keyid> > <keyfile>.asc



https://www.linuxdays.cz/2017/key-signing-party
https://fingerprinter.pdostal.cz
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