_E f( 5\‘5‘\‘““ ", O O °
SECESNET % m‘ -4 Tomas Cejka
‘ K cejkat@cesnet.cz

Monitorovani sité pomoci
OpenWrt

LinuxDays 2016



Uvod

Toma$ Cejka LinuxDays 2016 1/15



OpenWit

Wireless Freedom

@ linuxova distribuce pro embedded zafizeni

(typicky WiFi routery)

vyvijeno komunitou

opensource, zdarma, GPL (https://openwrt.org/)
OpenWrt poskytuje zapisovatelny filesystem

prizplsobeni na dGrovni balik( i zdrojovych kédi

repozitar obsahuje ,toolchain” umoznujici kompilaci pro
razné cilové architektury/platformy

@ 1147 podporovanych modeli:
https://wiki.openwrt.org/toh/start
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https://openwrt.org/
https://wiki.openwrt.org/toh/start

OpenWrt build system

Build system

@ Obsahuje Makefile soubory a patche, které umoznuji
vygenerovat toolchain pro cross-kompilaci a kofenovy
filesystem pro embedded zafizeni.

Toolchain
e preklada¢ (GCC wikipedia)
e binutils (as, Id, ar, nm, ... wikipedia)

e musl libc (https://en.wikipedia.org/wiki/Musl)
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https://en.wikipedia.org/wiki/GNU_Compiler_Collection
https://en.wikipedia.org/wiki/GNU_Binutils
https://en.wikipedia.org/wiki/Musl

OpenWrt feeds

Feed

@ pripojeni externich zdroji

@ kolekce baliki

@ umisténi: vzdaleny server, lokalni FS nebo VCS

@ seznam feedli: feeds.conf nebo feeds.conf.default
°

src-git, src-svn, svn-link, src-cpy, ...
src-git nemea https://github.com/CESNET/Nemea-OpenWRT
Inicializace feedui

scripts/feed update
scripts/feed install -a
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Sestaveni OpenWrt
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Konfigurace

@ ,textova konfigurace": make config
o ,graficka konfigurace": make menuconfig

Zdroj. kédy v scripts/config/, bindrka mconf, ncurses
Spousti se: mconf Config.in

tomas@localhost:~/iberouter/openwrt
Soubor Upravit Zobrazit Hiedat Terminal Népovéda
config - OpenWrt Configuration

Arrow keys navigate the nenu. <Enter> selects submenus ---> (or empty submenus ----
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> mcdularlzes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ ] exclided <M> module < > modulé capable

arget System (Atheros AR7xxx/AROXxx) --->
ubtarget (Generic) --->

arget Profile (TP-LINK Archer C5/C7) --->
arget Images --->

lobal build settings ---

avanced configuration options (for developers)
Uild the OperWrt Inage Builder

uild the OpenWrt SDK

ackage the Operbirt-based Toolchain

mage configuration -

ase system --->

dninistration

Boot Loaders

evelopnent

xtra packages

irnware --->

ernel modules

<Exit> <Help> <Save> < Load >

O
0
)
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Spusténi kompilace:

make

Jak probiha sestaveni

tools (automake, autoconf, sed, cmake)
toolchain/binutils

toolchain/gcc (gee, g++, cpp)
target/linux (kernel modules)

package (zakladni baliky)

target/linux (kernel)

target/linux/image (firmware image file)
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Jak muzeme sbirat data?

¢itace sit. karet: muninlite (Cte z /proc/net/dev)

packet-base: tcpdump (menuconfig -> Network -> tcpdump)
o flow-based:

o iptables modul (https://github.com/aabc/ipt-netflow/)
o softflowd (packages feed, Network -> softflowd, 2.10.2016:

musel jsem snizit verzi na 0.9.8 a zménit md5sum v Makefile)
o NEMEA flow_meter (viz déle)
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https://sourceforge.net/projects/muninlite/
https://github.com/aabc/ipt-netflow/

NEMEA
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NEMEA Flow__meter

@ http://nemea.liberouter.org/openwrt

@ https://github.com/CESNET/NEMEA
Co umi Flow_meter?

@ export flow
(SRC/DST IPv4/IPv6, SRC/DST port, protokol, ¢as, bajty,
pakety)

e aplikacni rozsiteni: DNS, HTTP, SIP, NTP (+ exper. ARP)
@ online zdroj dat pro NEMEA systém (detekéni moduly, ... )

e ukladani flow do soubori (véetné rotace soubori ¢as/velikost)
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http://nemea.liberouter.org/openwrt
https://github.com/CESNET/NEMEA

NEMEA nasazeni

Reports 4 .
OpenWRT Ié —
. —
; -
z“ﬂ ~ Flow Data
> |
FlowMeter Endiverter
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Konfigurace /etc/config/flow_meter

config profile wan
option interface ethO
option plugins basic,dns,http
option ifcspec f:b:w:time=b5,f:d:w:time=5,f:h:w:time=5
option cache_size 0
option timeouts default
option respawn 1
option respawn_threshold 3600
option respawn_timeout 5
option respawn_retry 5
option core unlimited
option enabled 1
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E-Mail: cejkat@cesnet.cz

Mailinglist: nemea@cesnet.cz

Prihlaseni:
https://random.cesnet.cz/mailman/listinfo/nemea
Web: http://nemea.liberouter.org

Git: https://github.com/CESNET/NEMEA

Twitter: @tomcejka, @NEMEA_System
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