dn42

Decentralized Network 42



Proc?

Aktivni komunita z celého sveta
Chut’ naucit se neco nového o sitich
Sluzby, ktera na internetu nenajdete
Neni potreba zadny NAT

Bezpecna komunikace

Duvéryhodné prostredi



Co to je a neni?

It's peer to peer network

e Uzly se navzajem propojuji

It isn't fully meshed

o Kazdy neni propojeny s kazdym
It isn't a darknet

e Darknet je anonymni

Projekt stary nejmene 10 let

o Pocatky v Némecku, drive DIAC24
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Aktualné zhruba 300 uzlu viz. mapa


http://nixnodes.net/dn42/graph/

Centralni registr

[ OWeSRegiery | [ ONi2Network Map | [ DN42 Looking Giass |

https://io.nixnodes.net/ 17222.148.112728
| SUtum  ABAMMZ0830 ——

PDOSTAL-MNT
aut-num AS4242420330

Y fo42:4242:330: /48
- Monotone repozitér

routeb fd42:4242:0339:-/48

Kontakty

aut-num: ‘ AS4242420338

Cisla autonomnich systém(

as-name: ‘ PDOSTAL-RAS

Seznam IP rozsahu descr: | Pavel Dostal's dnd2 AS mumber
admin-c: ‘ PDOSTAL-DN42

Registr domén

tech-c: ‘ PDOSTAL-DN42

mnt-by: ’ PDOSTAL-MNT



https://io.nixnodes.net/
https://dn42.net/services/Whois#monotone

Postup vytvareni

1. FOO-MNT (MNTNER)

2. FOO-DN42 (PERSOR)

3. AS424242XXXX (AUT-NUM)

o+ 172.22.149.112 - 172.22.149.127 (INET[6]NUM)
» 172.22.149.112/28 (ROUTE[6])

e f00.dn42 (DNS)



ASN

* Autonomous System Number
o AS4242420000 az AS4242423999

* Automaticky generovany seznam

e Staci si vybrat (hezké), volné Cislo

* Nic to nestoji, nikdo to neschvaluje


http://ix.ucis.nl/dn42/dom.php

Pv4

e 172.20.0.0/14
e 172.20.0.1 - 172.23.255.254
* Pro zacCatek staci /28 prefix (16 adres)
* Napriklad:
 Neni problém si pozdeji vzit dalsi
e / bloku privatnich adres 172.16.0.0/12

e Je nutno Setrit adresami!



IPVO

fd0O::/8

+ FD00:0000:0000:0000:0000:0000:0000:0000 -
FDFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

Prefix /48 je vice nez dostacujici
» Napriklad:
z bloku unikatnich lokalnich adres tc00::/7

Politika pridelovani IPv6 je volng|si



Jak zacit”

e Virtualni/ fyzicky server / router

* https://dn42.net/howto/Getting-started

* Velice podrobny navod
* #dn42@irc.hackint.org

* Peering, pfipadné dotazy


https://dn42.net/howto/Getting-started
mailto:https://hackint.org/?subject=

Peering

 Domluva na IRC
* \Vzdy se najde par lidi
 ~3 nabidky za vecer

 NL Zuid IXP (Internet Exchange Point)

 Frankfurt, Amsterdam, Falkenstein, ...

* OpenVPN tunel, route server


https://nl-zuid.net/

NL Zuid

Control panel Peers Uplinks

—
fack
ey

Caeas

OpenVPN configuration

OpenVPN gateway

Folensieinol-za dnl

Cipher

ALC5-256-CEC

Username

= . | 4% iam EEr & O = S ]

Password

- W O - -

LAMMALX conl’

cliant

prato udp

renate falkenzren.nl-2uid.rl
rpart 1194

nctind

dey=type tap

dey tep—-ixp-GMML-1

cinher WFS-250-TRC

rann-1zn

persist-key

perzist-tur

verity=xsey-nane talkensiein,ix.rl=zuid.on12 name
auth-use —pass GIMML-1X. credentiels

=La>

—REGTN CFRTTFICATE— -

GRMMLIX cradenninte

i el 2l =u

NL Zuid IXP

BGP configuration

Route server
T220L48A1
ASN
AS4242420120

OpenBGPd

qroup “CAMHL-IX-F<3" |
remaTe-ns 474742002R
nrighhar <72,78.48.1 {
descer "CRMML-IX-FX5"
announce szl”
entorce relghbor=zs no
leze .-pecress @.0.9.0

BIRD
IXP-CRMMI-IN ronf

protocol ogp AS4242420128 from cxchange:
neighbo- 172.20.4E.1 as “24242€123;
i

bwred.conl”

templowe gp exchanges
Tocal as OWAS;
£ meiric 1s t-2 nurber ot hope betwean us and the peer
path metric 1;
® This lines 21lous c¢ebugqing rilter rules
& Tilrered ~c.res can he lec<ed up ia birde us'ng the “skhow re
‘npurt keep filtered;
mpurt fitter 4
# accept svery subnet, except cur own acvertised subret
# ti.teriry 1is important, because sore cuys Iry to acvart:
it 1s velid networkl) && '1s selt net() then {
BCCEpL;
}
reject;
s
expart filter {
# nhere we 2xport the whole pet
it 1s velid networkl) =nen

manAnws

Quagga

neighoor 172.23.48.1 remwie-as 4242128120
neighbor 172.20.45.1 descr_ption GRVML-IX-FKS
neiohbor 172.20.42Z.1 preftix-List dnd2-ir 1n


https://nl-zuid.net/

Konfigurace

e Je dobré znat zaklady

o Vedet jak vytvorit VPN tunel

* Mit implementované napfriklad OSPF
* Propoj

« OpenVPN, Tinc, ...

o Fyzicky zridka kdy
* \Vyména routing zaznamu

 BGP (Border Gateway Protocol)

e Bird, Quaga, ...



OpenVPN

e VPN tunel - navod na WIK]

#/etc/openvpn/<PEER_NAME>

proto. <PROTO>

mode p2p

remote  <REMOTE_HOST>

rport. <REMOTE_PORT>

local <LOCAL_HOST>

lport <LOCAL_PORT>

dev <INTERFACE_NAME>

dev-type tun

tun-ipvo

resolv-retry infinite

comp-lzo

persist-key

persist-tun

cipher aes-256-cbc

ifconfig-ipve <LOCAL_GATEWAY_IPVe> <LOCAL_GATEWAY_IPV6>
ifconfig <LOCAL_GATEWAY_IP> <REMOTE_GATEWAY_IP>
secret [etc/openvpn/<PEER_NAME>.key



https://dn42.net/howto/openvpn

Bird

* Routing daemon - navod na WIKI

# /etc/bird/bird.conf
template bgp dnpeers {

local as OWNAS;
router id <GATEWAY_ IP>;

path metric 1;
define OWNAS = <AS>;

import keep filtered;
define OWNIP

<GATEWAY IP>; _ _
- import filter {

if is valid network() && !is self net() then {
protocol static {
accept;
}
reject;
}i
export filter {

# Static routes to announce your own range(s) in dné42
route <SUBNET> reject;
import all;

export none;

i if is _valid network() then {
accept;
function is self net() { )
return net ~ [<SUBNET>+]; oot
reject;
} v
import limit 1000 action block;
function is_valid network() { )

return net ~ [

172.20.0.0/14{21,29}, # dnd42 main net
protocol bgp <PEER NAME> from dnpeers {

neighbor <PEERING IP> as <PEER AS>;
}i


https://dn42.net/howto/Bird

Debug

e #dn42-bots@irc.hackint.org
* @ping 172.23.0.80
* @trace6 internal.dn42
* @dig -x 172.23.0.80

 @dig AAAA internal.dn42


mailto:https://hackint.org/?subject=

WHOIS

e Whois -h whois.dn4?2 as4242420339
e whois -h whois.dn42 172.22.149.114

* whois -h whois.dn42 pdostal.dn4?2



DNS

 Anycast resolver: 172.23.0.53, td42:d42:d42:53::1
e Autoritativni servery

* .dn4?

e .IpG.arpa

e .In-addr.arpa

e Sestavovana z registru

« DNSSEC zatim neni implementovan :(



INnterkonektivita

e ChaosVPN

e Fully meshed (TINC)

e Freifunk

e Némecka obdoba CZiree

« CCC Event Network

 The Chaos Computer Club

« Obrovska konference v Némecku mezi svatky


https://wiki.hamburg.ccc.de/ChaosVPN
https://freifunk.net/
https://www.czfree.net/home/index.php
https://events.ccc.de/




Shell & Virtualni servery

 Po domluve (na IRC)
* Dostupné pouze v ramci DN42
» Mozna NAT Ci verejna |IPvb adresa

* Vhodné na experimenty & komunitni projekty



Emaill

« Kazdy si provozuje svuj mail server

* Je to snadné - nejsou tu spamy!

IRC & VOIP

o Komunikace nikdy neopusti DN42

e zaledia.dn4? - konference, zaznamnik, radio :-)



http://zaledia.dn42/

YaCy search engine

e http://yacy.hexa.dn4?2/

* Indexuji se .dn42 domény

Webove sluzby

o GIT, Pastebin, Mediagobelin, Icecast,



http://yacy.hexa.dn42/
https://git.dn42/explore/repos
http://pastebin.trunet.dn42/
http://media.dn42/
http://stream.media.dn42/
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https://ca.dn42/

Otazky?

#dn42 @ jrc.hackint.org

Pavel Dostal
hitps://pdostal.cz/
pdostal@pdostal.cz


https://hackint.org/
https://pdostal.cz/
mailto:pdostal@pdostal.cz

