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Tinc VPN - jak snadno najit toho pravého
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VPN:
o [Psec?
e tunnel only

e PPTP (point-to-point tunelling protocol)
e OpenVPN

e point to multipoint
e mesh pro n nodd => n+1 konfiguraci
e (Hamachi)/LogMeln a dalsi proprietarni technologie



Site 3

FULL MESH VPN Topology
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e prvni vydani z 1998 (vpnd)
e novinky v nestabilnich verzich 1.1 (invite, SPTPP, ...)
e postaveno na OpenSSL/LibreSSL, zlib a LZO
e podpora v *BSD, OpenWRT, Androidu, iOS,

Solaris(sparc32), Darwin, Windows ...

e [2 nebo L3 rezim
e [Pv6 podpora
e podpora vice VPN siti

tinc

e decentralizovano

e endpointy, tinc udela zbytek

e VPN pres UDP, fall-back to TCP pokud UDP neprojde
e metadata pres TCP
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NAT traversal:

e zmény source addr a portu

e blokované prichozi spojeni

® MOZNa resent:

e routovani mimo - neefektivni

e port forwarding - vyzaduje konfiguraci

e UPnP - komplexi, vyzaduje podporu routeru

e vymena informaci o dest portu jaky se ma pouzit (STUN)
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Priklad: nahrada OpenVPN

Nastaveni lokalniho stroje:

/etc/tinc/nets.boot
moje vpn
/etc/tinc/moje vpn/tinc.conf:
Name = vpn serverl
AddressFamily = ipv4
Interface = tun@
root@server:/# tincd -n vpn serverl -K 4096
. /etc/tinc/moje vpn/rsa key.priv
. /etc/tinc/moje vpn/hosts/vpn serverl
$ echo "Subnet = 10.0.0.8/32" >> /etc/tinc/moje vpn/hosts/vpn serverl
$ echo "Address = 83.167.228.42" >> /etc/tinc/moje vpn/hosts/vpn serverl
/etc/tinc/moje vpn/tinc-up
#!/bin/sh
ifconfig tun@ 10.0.0.8 netmask 255.255.255.0
/etc/tinc/moje vpn/tinc-down
#!/bin/sh
ifconfig tun@ down
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Priklad: nahrada OpenVPN

tinc

Zkopirovat /etc/tinc/moje vpn/hosts/* ze vSech nodl na vSechny nody
root@vpsl:/etc/tinc# tree

— nets.boot

— moje vpn

hosts

— vpn_serverl
— vpn_clientl
— vpn_client?2
— vpn_client3
— rsa key.priv

— tinc.conf

— tinc-down

— tinc-up
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Prostor pro otazky




