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CESNET

« Zalozen v roce 1996

« Clenové
- 26 Ceskych univerzit
- Akademie véd CR (~ 50 organizaci)

« Pripojujeme ~300 mensich organizaci (Skoly, drady, ...)
« Odhadovany pocet uzivatell ~ 450 000

« Hlavni cile

- Provoz a rozvoj sité narodniho vyzkumu a vzdeélavani
CESNET?2

- Podpora védy a vyzkumu v oblasti pokrocilych sitovych
technologii a aplikaci

- Podpora a Sireni vzdélanosti, kultury a poznani
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http://www.cesnet.cz/

Bezpecnost

CESNET-CERTS (csirt.cesnet.cz, certs@cesnet.cz)
« Snaha o centrdlni a divéryhodny kontaktni bod

« Redenf a koordinace incident( v siti CESNET?2

* Projekty pro podporu bezpecnosti
- Forenzni laborator
- Sledovani provozu sité
- IDS, Audit, Honeypoty
- Mentat, Warden
- Osvéta

« Spoluprace s dalsimi projekty a tymy
(CSIRT.CZ, WIRT ZCU, CSIRT-MU)
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® _HW accelerated probes

® . large scale (backbone-wide) flow based monitoring (NetFlow data sources)
) - Honey Pots

| -IDS, IPS, tar pit based systems, etc.. A - SNMP based monitoring
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Zacatky

« Neusporadana sbirka nekooperujicich nastrojt
- IDS, honeypoty, IPS, sondy, syslog, ...

- Sledovani stavu site, zdravi site
- Hledani kompromitovanych zafizeni
- Detekce utoku, anomalii provozu

« Radu z nich provozuji sami spravci
(a ziskavaji z nich data jen pro sebe - ostatni vétsinou zahazuji)

« Dat je hodnég, co s daty, pro kiera nemam pouziti
- Zahodit?
- Reportovat?

« Brilantni napad: Bude vyhodnéjsi sdilet!

- Méné brilantni detaily:
Jak? Format? Obsah? Protokol? Klasifikace? Politika?
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Warden

« Systém pro efektivni automatizované sdileni informaci o
bezpecnostnich incidentech

- Client/server architektura, transportni fronta (nikoliv skladiste)
e Komunitni pristup

- Tva data jsou dostupna Warden komunité

- Data celé komunity jsou dostupna Tobé

« BSD licence, https://warden.cesnet.cz/

« Udalost (event)| °e? Y, | ‘ A Org 2
I D EA f , t Kippo Clamav \ RTBH Dionaea
* orma >
4 / [ \
Netflow Incident Hz;dling k > ‘ \\ Firewall
ORR  Shadowserver c&p!at. LaBrea
\CESNET )L Org 3
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https://warden.cesnet.cz/

Pouceni prvni - nejsou lidi

Pripojené organizace nemaji dostatek lidskych zdrojt na
vyuziti otevieného komunitniho pfistupu k systému (Japden

-

Nedokazi data odebrat a zpracovat si je.

Ale chteéji tato data ziskavat, data jsou uzitecna

: 1

Je nutné je spravcum dorudit zpracovana.

1 |
<Deptat,
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<fDeptat,

« Z hlediska architektury systému Warden je Mentat odebirajici klient
» Framework a SIEM

» Podpora pro bezpecnostni tym CESNET-CERTS
- Pristup k persistentnimu ulozisti bezpe€nostnich udalosti
- Jednotné zpracovani bezpecnostnich udalosti, korelace, analyzy

+ + Podpora pro spravce v koncovych sitich

» https://mentat.cesnet.cz
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https://mentat.cesnet.cz/
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Mentat - Architektura

Prototyp v jazyce Perl, ale postupné prechazime na Python 3

Design inspirovan projekty Prelude SIEM a Postfix
- Distribuovany hierarchicky systém
- Prace rozdélena mezi vice one-task démonu/procesu

- Fronta = FS
Datovy model
- |IDEA

Persistentni Uloziste:
- MongoDB (NoSQL)

Vice moznosti zpracovani:
- Realtime
- Postprocessing

Webové rozhrani
Framework

D
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pickup

O

concentrator

enricher
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controller
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hawat-cli

storage

hawat

statistician

reporter-ng
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Mentat - Reporter

« UcCime Mentat reportovat:

Sebere vsechny nové udalosti
za posledni 2 hodiny

Udalosti rozdéli podle
prislusnosti ke koncovym sitim
(vytvori reporty)
« Kontaktni informace ziskavame z
RIPE DB (www.ripe.net)
Reporty zasila do koncovych
siti (abuse@...)

K reportlim se pribali surova
data ve strojove zpracovatelné
podobe (CSV)

9.10.2016  Systém

Report M20150922M-F4amT &

Unprotected access: hitps://mentat-hub cesnet.cz/mentat/unauth/report/3 2WvuPYwWxpyaxZAhxiio

Severity Abuse Created
abuse@vstech.cz 2015-09-22 08:06:37

Report timing

Time period  2015-09-22 06:00:00 - 2015-09-22 08:00:00 (2h)

Delay 6m 37s

Report sent  2015-09-22 08:06:37 | Report mailed to abuse contact 'abuse@vstech.cz'

Report magnitude

Event count 400 (400 entered filtering, 0 blocked)

IP count 1 unique IP address

Diversisty 1 analyzer, 2 categories

Report message
Wazeni kolegowé,

detekéni systémy CESMETU zaznamenaly ndsledujici problémiy) souvisejici s Was
rozsahem IP adres nebo Yasi doménou (uvedené casy jsou lokdlni:

[1] Systémy na ndsledujicich IP adresdch jsou infikowdny zndmym malware .
souédsti botnetu (Botnet Droned:

* Analyzer: X4
* Popis: Botnet Drone
* Kategorie: Intrusion.Botnet/Malware

P I Cas | # uddlosti

195.113.220.250 | 2815-099-21 15:44:53 - 2015-09-22 07 :14:44 | 480
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Pouceni druhé - kvalita dat

« Reakce prijemcu:
- Nedostatecné informace o incidentech
- Zahlceni mnozstvim/opakovanim (neékdy i po vyreseni)
- Nejasna zavaznost incidentu (Casto zavisla na lokalni situaci)
- Problematicka data tretich stran

« Dat je stale mnoho a jsou heterogenni
- Maji rdznou kvalitu,
- a rdznou vypovidaci hodnotu

« Pouceni druhé: Nestaci je jen prebalit a rozeslat
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Mentat - Reporter NG (1)

« Klicové vlastnosti noveho reportéru vychazeji z
nashromazdénych pripominek:
- Pozdrzeni jiz nahlasenych problému na urcitou dobu
- Moznost zasilani souhrnnych reportl za vétsi ¢asovy
interval (den, tyden), rozdilné intervaly reportovani

e

« Nutnost zavedeni hodnoceni udalosti z hlediska
zavaznosti (velmi zavazné udalosti nelze nechat Cekat
tyden)

 Nutny kompromis mezi co nejvétsi agregaci a
rozumnym zpozdénim pri odeslani hlaseni (tyden stara
data jsou jiz obvykle naprosto k nicemu)
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Mentat - Reporter NG (2)

A A A A A A A A A A B B A B R B B
RO R1 R2 R3 R4 R5 R6 R7
TIME
£ THRESHOLD » -£ THRESHOLD »
«BELAPSE 4 BELAPSE
AAA R2 (¥] AAAAAA [ A BB R5 R6| BB

« Zpracovani zprav s kazdou Urovni zavaznosti zvlast

« Algoritmus je konfigurovatelny trojici
period/threshold/relapse

« Period - interval generovéani report(

 Threshold - doba, po kterou budou jiz hlasené udalosti
tykajici se konkrétni IP adresy “zamlceny”

« Relapse - heuristika, kterd v pripadé nevyreseni
problému zajisti odeslani “zamlcenych” udalosti

9.10. 2016
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Mentat - Reporter NG (3)

Update reporting filter for abuse@cesnet.cz

. ;e , ,
- Konfigurovatelné filtry pro upiné -

vyrazeni urcitych udalosti z
reportovani

« Konfigurovatelné atributy

PERIOD/THRESHOLD/RELAPSE pro :
kazdou Uroven zavaznosti udalosti -

(v ramci vymezenych hranic)

« Nastaveni zasilanych emailu:

- Presmeérovani na jiné cilové
emailové adresy

abuse@cesnet.cz

/7

- Volba typu hlaseni (summary, -
extra’ ObOj II) * Use default reporting timing

Volba t riloh (CSV, |]SON
olba typu pfilo , ] :
1d v 7d v 2d, v 10 v
. I) - lay lays ays - mins none
O b OJ 2hrs v 2days v 1day v medium 10mins v none
10mins \ 2hrs v none v 10mins M none
high

Default reporting timing Custom reporting timing

mmmmmm

v

- Volba zipovani/nezipovani pfiloh
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Mentat - Reporter NG (4)

« TEST: Zpétné zpracovani dat za obdobi 2015-05-14
00:00 - 2015-05-24 06:00 (~10 dni)

Vysledek: Pokles poctu odeslanych emaill cca o 2/3
Beze ztraty informacni hodnoty!
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Mentat - Weboveé rozhrani Hawat

« Podpurny nastroj pro nejen bezpecnostni tym CESNET-CERTS, ale i WWW rozhrani pro spravce z koncovych
siti
- Pfistup k databazi udalosti
- Pristup k databazi reportd, konfigurace report(
- Globalni dahsboardy
- Statistiky

» Autorizace a konfigurace na zakladé abuse skupin
c‘.D Mentat & Jan Mach = Logout © Help

# Home

@ Group dashboards &

Welcome to Mentat system!

p!at.

Hawat 0.6.37 | ©@ 2014 - 2015 | CESNET, z.s.p.0. | CESNET-CERTS
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Hawat - Databaze udalosti

« ~ 2 miliony udalosti denné
« ~ 500GB databaze

 Retence dat
- Kompletni data za posledni
4 tydny
— Inter/nl’odata za poslednich 6
mesicu
- Smazana data se

uchovavaji v agregované
formeé

« Moznost ulozeni Casto
pouzivanych dotazl

9.10.2016  Systém Mentz

Search alerts

Q Alert database search

Source:

From:

Detector:

--- Unspecified ---

cesnet.aul/LaBrea
cesnet.aul/SSERY
cesnet.auli<d

RN

-

Target: AND OR

To:

Category:
Anamaly. 1ramic ~
Attempt.Exploit
Attempt.Login
Awailability. DDoS

Go Advance

If you use certain queries often, you might consider saving them:

- Personal query --—

Displaying items 1 to 30 (30 items) | Page 1

# Detected = « Source
1 2015-09-22 13:18:05 -- undisclosed --
2 2015-09-2213:13:23  -- undisclosed --

Awvailability. DoS -
Unique name for the query Save
Mext

Target Categorization &~

A 211.240.36.71 A Availability Dos @& B @

A 193.87.171.19 A Availability DoS @ B @

1996-2016
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Hawat - Group dashboard

Group dashboard for abuse@cesnet.cz
From: 2016-04-21 02:00:00 To:| YYYY-MM-DD HH:MM:SS
View the related reports (50)

il Reporting statistics

Actual data period: 2016-04-20 02:00:00 - 2016-05-05 10:00:00 (15d 8h)

# per report # per detector # per category set # per analyzer # per category # per IP

# per detector
Search:
“ Name S HS W S
B cesnetaul 105.00 . cesnet.aul 105 82.68
2 cz.tulward.dionaea 11 8.66
. cz.cesnet.gcls 4 315
4 cz.cesnetextnsharp 4  3.15
. cz.cesnet.ext.uceprot 3 2.36
Sum 127 100
Showing 1 to 5 of 5 entries
w Min 3
» Max 105
+ Sum 127
* Cnt 5
© Avg 25.4
® Med 4

9.10. 2016 Systém Mentat




Hawat - databaze reportu

Reports
Q From: To:

Displaying items 1 to 30 (30 items of 19,032 total) | Page 1 of 635 2 3 4 5 & 7 N o

# 7 Time period * -~ ReportlD * Abuse contact Node ECNT | UNIQ | ACNT | CCNT Delay ~

1 & B4 2016-05-05 09:50:00 M201605055H-JifEl abuse@)| A 202.9 (9 total) 9 9 1 1 12mS50s | @ ) =
2 = = 2015-05—0_5 10:10:00 ' M20160505SH-wIWu7 abuse@ J | 201.56 (2 total) 2 2 1 1 12m4%5 | @ | B | = | @
3 = B4 M20160505SH-HeA|7 abuse@ a4 206.44 (2 total) 2 2 1 1 12m 485 ) = o
4 = B4 M201605055H-MHoRV abuse@) a4 34.41 (32 total) 32 32 1 1 1Z2m43s @ ) = o
5 & = M20160505SH-QF Gfi abuse@ '} 228.84 1 1 1| 1| 1D»2mas|| e -
6 = E E4 2016-05-05 08:00:00 M201605055M-wOUhZ abuse@) A 149.222 1 1 1 1 22mSls | o ) = |
7 & E B4 2016-05-[]—5 10:00:00  M201605055M-sGNEj abuse@) A 161.198 1 1 1 1 22mS0s | m =
8 & @ B4 M201605055M-t5mD2 abuse@) A 79.50 1 1 1 1 22m50s | g ) = |
3 & E B4 M20160505SM-6ivBe abuse@) A 153.8 1 1 1 1 22mS0s | g ) = ol
10 & @ B4 M201605055M-3vd20 abuse@) A 80.1 1 1 1 1 22m50s | @ ) =
11 & E E4 M201605055M-Qh34n abuse@) A 171.181 1 1 1 1 22mo0s | o ) = o
12 & E E4 M20160505SM-ichm3 abuse@) a4 184.150 1 1 1 1 22m 505 | @ ) = o
13 & 4  2016-02-01 15:20:00 MZ20160202EH-dJZ0E abuse@) A 53.91 1 1 1 1 Am 135 | @ ) = o

ANTE NS A A ATNnn
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Hawat - Provozni statistiky

Overview by node name System statistics
6 hours 24 hours Week 4 weeks 3 months & months 12 months Overview by node name
Totals by node name

Statistics by node name for last 3 months

Overview by node SW

Events processed in last 2 months
5 Totals by node SW
70 k
Overview by event category
({3
Totals by event category
50 k
—_ 40 k —_
= =
30 k :
. i vl JE i i i
d . R

20 |k "‘Wﬁﬁwm"\'\ﬁwﬁf—_ 'pcj\.!

18 k

a

Week 29 Week 30 Week 31 Week 32 Week 33 Week 34 Week 35 Week 37 Week 38 Week 39 Week 48

B # of messages from _unknown Cur: 0.0 Avg: 0.0 Max; 0.0 Min:
O # of messages from beekeeper cur: 0.0 Avg: 0.0 Max: 0.0 Min:
B # of messages from cesnet_aul Cur: 20.0 Avg: 18500.8 Max: 25674.0 Min:
B # of messages from cz_cesnet_aul_warden_filer Cur: 0.0 Avg: 0.0 Max: 0.0 Min:
B # of messages from cz_cesnet_ext_nsharp cur: 0.0 Avg: 0.6 Max: 74.0 Min:
O # of messages from cz_cesnet_ext_uceprot Cur: 0.0 Avg: 0.0 Max: 4,0 Min;
O # of messages from cz_cesnet_ext_x2 Cur: 0.0 Avg: 0.1 Max: 5.0 Min:
M # of messages from cz_cesnet_ext_x4 Cur: 0.0 Avg: 23.0 Max: 2983.0 Min:
O # of messages from cz_cesnet_failZban_blacklist Cur: 36.0 Avg: 17.8 Max: 71.0 Hin:
O # of messages from cz_cesnet_gcll cur: 0.0 Avg: 0.0 Max: 0.0 Min:
B # of messages from cz_cesnet_gclS Cur: 40,0 Avg: 14,3 Max: 52.0 Min:
O # of messages from cz_cesnet_gcl7 cur: 9.0 Avg: 2.7 Max: 33.0 Min:
O # of messages from cz_cesnet_grey_test Cur: 0.0 Avg: 0.0 Max; 0.0 Min:
O # of messages from cz_cesnet_holly_kippo cur: 0.0 Avg: 0.0 Max: 0.0 Min:

9.10. 2016 Systém CESNET




Pro srovnani

Warden

Udalosti

~2,1 mil denné
~66 GB dat
(TTL 30 dni)

9.10. 2016 Systém Menta

<fDeptat,

Udalosti

~2,1 mil denne
~500 GB dat
(TTL 4 tydny/6 mésicl)

Reporty

(Na ~300 instituci)
~100 denné



Co dal?

* Noveé a dalsi zdroje primarnich dat v siti CESNET2

« Nové a dal$i zdroje primarnich dat mimo sit CESNET2
* Noveé zdroje od tzv. tretich stran

« Obohaceni dat

« Lepsi validace a klasifikace dat

 Inteligentni analyzy, korelace

« Sdileni dat a informaci na narodni a mezinarodni urovni
« Dalsi projekty:

- SABU

- NERD

- PassiveDNS
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Déekuji za pozornost
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