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AGENDA

e Sluzby na Internetu
= Verejné x neverejné
e Utoky na Internetu
= Nahodné x cilené
e Ochrana sluzeb
= Aktivni x pasivni
e Fwknop

= V]astnosti
= Prakticka ukazka skryti SSH




SLUZBY NA INTERNETU




SLUZBY NA INTERNETU

e Komunikace s okolim
e \Verejné
= Mnoho predem neznamych
uzivateld
= Dostupnost
= Web (HTTP(S))
= Email (SMTP)

e Soukromé

= Omezeny pocet uzivatell
Velké riziko zneuziti

= Sprava serveru (SSH)
Email (IMAP)

= Prenos soubord (FTP(S))



UTOKY NA INTERNETU

e /Zneuziti sluzby nebo serveru
e Ndhodné

= Sken portd
= Hledani zranitelnych verzi
= \Vychozi hesla
= Pozdejsi cileni
e Cilené
= Utok hrubou silou
= Zranitelnosti (CVE)

o Publikované
o Nezndmé

= Stejna hesla z jinych sluzeb
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OCHRANA SLUZEB
e ZajiSténi dostupnosti
= gutorizovani uzivatelé
e Odepreni pristupu
= (tocnici
o Aktivni
= Sledovani logl
= Blokovani Gtocnikd (dynamicky
blacklist)

= Fail2ban (podpora IPv6),
Logwatch

e Pasivni
= Skrytisluzby
m Autorizace uzivatell (whitelist)
= port knocking, fwknop
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FWKNOP
o Skrytisluzby

= Obrana proti vSem Gtoklim
= Neni ndhrada silnych hesel!

e Autorizace pro otevreni portu
= Jak se chrani fwknop?

e UDP port: neviditelné pro scan
e Jediny paket:

= Neopakovatelny

= Sifrovany AES

= [ntegrita HMAC SHA256
o 2 klice

= Symetricky/Asymetricky

= HMAC



PRAKTICKA UKAZKA
o Vytvoreni klich (klient)
[client]$ fwknop -A tcp/22 -a 192.168.122.1 -D 192.168.122.49 \
--key-gen --use-hmac --save-rc-stanza

[*] Creating initial rc file: /home/jakuje/.fwknoprc.

[+] Wrote Rijndael and HMAC keys to rc file: /home/jakuje/.fwknoprc
[client]$ cat /home/jakuje/.fwknoprc

[192.168.122.49]

ALLOW_IP 192.168.122.1

ACCESS tcp/22

SPA_ SERVER 192.168.122.49

KEY BASE64 PNfH+6kdbsoy/Hixd8vP8hs+5bTrCrAsRE0Z++1CwM4=
HMAC_KEY BASEG64 mkgxxJQvVgnOwzL4dFiTuconvXi/s876IFBRXn9b[...]==

USE_HMAC Y



PRAKTICKA UKAZKA

e UlozZeni kli¢e na server

[client]$ cat /home/jakuje/.fwknoprc

[192.168.122.49]

ALLOW_TIP 192.168.122.1

ACCESS tcp/22

SPA_ SERVER 192.168.122.49

KEY BASE64 PNfH+6kdbsoy/Hixd8vP8hs+5bTrCrAsRE0Z++1CwM4=
HMAC_KEY BASE64 mkgxxJQvVgnOwzL4dFiTuconvXi/s876IFBRXnb9[...]==
USE_HMAC Y

[server]$ cat /etc/fwknop/access.conf

SOURCE ANY
KEY BASE64 PNfH+6kdbsoy/Hixd8vP8hs+5bTrCrAsRE0Z++1CwM4=

HMAC KEY BASEG64 mkgxxJQvVgnOwzL4dFiTuconvXi/s876IFBRXnb9[...]==



PRAKTICKA UKAZKA

e Spusténi démona a overeni funkcnosti

[server]$ systemctl enable fwknop && systemctl start fwknop
Ubuntu: START DAEMON="yes" v /etc/default/fwknop-server
[client]$ fwknop -n 192.168.122.49

[server]$ journalct -b -e

[...] SPA Packet from IP: 192.168.122.1 received with access source match

e Sluzba stale viditelna (mnoho informaci):

[client]$ nmap -A -T4 192.168.122.49

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.l (Ubuntu Linux; prot. 2.0)
| ssh-hostkey:

| 2048 eb:2d:e8:fa:37:3b:50:42:a22:64:5c:47:7b:b8:9f:12 (RSA)

| 256 c5:db:49:5b:6d:40:e1:17:3f:72:¢c2:74:b0:42:3b:85 (ECDSA)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel



PRAKTICKA UKAZKA
e Skrytisluzby za firewall (default drop policy):

[server]$ firewall-cmd [--permanent] --remove-service=ssh

Ubuntu: # iptables -I INPUT 1 -p tcp --dport 22 -3j DROP
# iptables -I INPUT 1 -p tcp --dport 22 -m conntrack \
—--ctstate ESTABLISHED,RELATED -j ACCEPT

e Sluzba je skrytd
[client]$ nmap -A -T4 192.168.122.49

Not shown: 999 closed ports
PORT STATE SERVICE VERSION
22/tcp filtered ssh



PRAKTICKA UKAZKA
e Pripojeni ke skryté sluzbé
[client]$ ssh 192.168.122.49
ssh: connect to host 192.168.122.41 port 22: No route to host

ssh: connect to host 192.168.122.41 port 22: Connection timed out

e Po zaslani SPA paketu

[client]$ fwknop -n 192.168.122.49
[client]$ ssh 192.168.122.49

[server]$ journalctl -b -e
[...] SPA Packet from IP: 192.168.122.1 received with access source match

[...] Added access rule to FWKNOP INPUT for 192.168.122.1 -> 0.0.0.0/0 tcp/
22, expires at 1476002511

[...] Removed rule 1 from FWKNOP INPUT with expire time of 1476002511



KAM DALE?

e Umime skryt SSH server za firewall.
e Stejnym zplsobem lze skryt jakoukoliv jinou sluzbu

B fwknop --access tcp/port
= Omezeni portl na serveru (blacklist, whitelist)
e | ze spoustét obecné prikazy na serveru
® echo "ENABLE CMD EXEC Y" >> /etc/fwknop/access.conf
® ® fyknop --server-cmd "echo hello > /tmp/test"
e Pouziti asymetrické kryptografie (GPG)
= omezeni velikosti kliCe velikosti ethernet paketu
e Grafické nastroje:
= Fwknop-qui
= Android, iPhone aplikace



OTAZKY?



