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CESNET

e Zalozen v roce 1996

« Clenové

25 Ceskych univerzit
Akademie ved CR
Policejni akademie CR

e Hlavni cile

Provoz a rozvoj sité narodniho vyzkumu a vzdelavani CESNET2
Podpora védy a vyzkumu v oblasti pokrocilych sitovych
technologii a aplikaci

Podpora a sifeni vzdélanosti, kultury a poznani

www.ceshet.cz
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http://www.cesnet.cz/

Bezpecnost

CESNET-CERTS (csirt.cesnet.cz, certs@cesnet.cz)
 Snaha o centrdini a duvéryhodny kontaktni bod
« Redeni a koordinace BI v siti CESNET?2
 Projekty pro podporu bezpecnosti

Forenzni laborator
Sledovani provozu sité
IDS, Audit, Honeypoty
Mentat, Warden
Osveta

« Spoluprace s dalsimi projekty a tymy
(CSIRT.CZ, WIRT ZCU, CSIRT-MU)

11.10. 2015 LinuxDays 2015
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http://csirt.cesnet.cz/
mailto:certs@cesnet.cz
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Bruteforce

Malware

Botnet
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Shirame data

Reseni problémd

Jaké préva mé uéivatel'? N 4 P G P | 36

massasaaazansl -, \al
Bvl 7ad k predan dal? BEuaaaAdANAES @ A ldi
y poza ave pre an dal¢ FTeF ] Tl RLLEN |
S jakou skoncil chybou?
ProC?

Ladéni sluzby/sité

Kolik pozadavkl v jakych okamzicich sluzba vyrizuje?
Na jaké cile?

Kde je vhodné optimalizovat?

Kde jsou Uzka mista?

Bezpecnost

Nejsou pozadavky na sluzbu neobvyklé?

Na konkrétni stranku? Adresu?

V neobvyklém mnozstvi? Formatu?

Nepristupuje klient na misto, kam pristup mit nema?

Ochrana provozovatele

,Za détskou pornografii na serveru neneseme zodpovédnost,
nebot ji tam nahral uzivatel X v ¢ase Y z adresy Z“

11.10. 2015 LinuxDays 2015 e NET 7
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Logovani

 Logova hlaseni aktivnich démon(
Postfix, Bind, Apache, SSHd...

« Autentizacni a autorizacni zaznamy
Prihlaseni ke sluzbam, sitové autorizace (DHCP, WPA)
Dllezité akce

e Zpravy o hardware
« Udalosti na siti S

195.113.134.228 grey.cesnet.cz

AR P D H C P "GET /search?Gravity+free+download HTTP/1.1" 200 1986 "-"
v, ! v , "Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.14pre)
P rl St u py n a u Za \Vi re n e p O rty Gecko/20101204 Ubuntu/9.10 (karmic) Namoroka/3.6.14pre
/ 7/
An OMma | ni p rovoZz Nov 22 15:05:58 office2 postfix/smtpd[27935]: CAF18ED0073:

client=grey.cesnet.cz[2001:718:1:6::134:228], sasl_method=LOGIN,
sasl_username=pavelk

Nov 22 15:05:58 office2 postfix/cleanup[30693]: CAF18ED0073:
message-id=<20131122140558.GC1700@cesnet.cz>

Nov 22 15:05:59 office2 postfix/qmgr[2599]: CAF18EDO0073:
from=<ph@cesnet.cz>, size=7206, nrcpt=1 (queue active)

Nov 22 15:06:00 office2 postfix/smtp[31597]: CAF18ED0073:
to=<oleg@cesnet.cz>, relay=postino.cesnet.cz[195.113.144.242]:25,
delay=2.1, delays=1/0/1/0.11, dsn=2.0.0,
status=sent (250 2.0.0 rAME5x59029798 Message accepted for delivery)
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NIDS

 Sledovani sitového provozu, detekce (sitova vrstva)

- Scan/sweep, (D)DOS, pokusy o preteceni zasobniku, injekci
shellkédu, anomalie/statistiky

e Snort, Bro, Suricata
- Hleddni anomalii na zakladé databaze vzorkd
e [aBrea

- Sledovani prichoziho provozu na blocich nepridélenych
adres

- (A jeho brzdéni - tarpitting)

11.10. 2015 LinuxDays 2015 -l 10



Honeypot

» Kippo/Cowrie
— Bruteforce na SSH

- Fiktivni ,Debian” - rfada prikazl skute¢né funguje (ping, wget), rada jen
Castecne (ifconfig, dmesg), nebo funkci finguje (apt-get)

- Po odhlaseni neodhlasi :-)
« Dionaea
- SMB, MSSQL, (T)FTP, MySQL, HTTP(S), SIP
- Emulace shellkédu (libemu)
- Emulace cmd.exe (bind/connectback)

- POf, Pcap - pasivni informace systému Utocnika

« Zaznam kompletniho Utoku, stazené soubory

11.10. 2015 LinuxDays 2015 -l 11



FTAS - NetFlow

» HIaseni o spojenich ze sitovych prvku
 Interface, adresy, protokoly, porty, TOS

e |PFIX: moznost dalsich informaci

11. 10. 2015

: sums of

Src-IP
192.30.252.124

I 432295358

I 432295358
195.113.134.228

43.229.53.58
195.113.134.228

0 432295358
§ 195.113.134.228

43.229.53.58

43.229.53.58
195.113.134.228
195.113.134.228
195.113.134.228
195.113.134.228
195.113.134.228

1.400 KB

1.120 KB

0.840 KB

0.560 K&

0.280 KB

Dst-IP
195.113.134.228
195.113.134.228
195.113.134.228
43.229.53.58
195.113.134.228
43.229.53.58
195.113.134.228
192.30.252.124
195.113.134.228
105.113.134.228
43.229.53.58
43.220.53.568
43.220.53.568
43.229.53.58
43.229.53.58
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Summary

In graph

3175 KB 98.07%
Rest of resulis 0.062 KB 1.93%

Total 3.237 KB 100.00%
ER 6 6 K S & g 4 o9 @ 3
Profocol  Src-Port Dst-Port Flow-Start Flow-End

tcp (8)
tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)

https (443)
39906
52017
ssh (22)
37621

ssh (22)
15648

ssh (22)

36974
ssh (22)
ssh (22)
15648
ssh (22)
37621
ssh (22)
hitps (443)
ssh (22)
ssh (22)
27661
11251
39906
34664
32017

15/10/10 12:52:36.680
15/10/10 12:51:43.862
15/10/10 12:52:39.950
15/10/10 12:52:22.266
15/10/10 12:52:07.291
15/10/10 12:52:07.524
15/10/10 12:52:23.403
15/10/10 12:52:35.438
15/10/10 12:52:39.356
15/10/10 12:51:55.494
15/10/10 12:33:00.570
15/10/M10 12:52:49.450
151010 12:531:50.114
15/10/10 12:52:32.317
13/10/10 12:52:39.702

15/10/10 12:52:36.680
15/10/10 12:51:50.023
15/10/10 12:52:39.950
15/10/10 12:52:30.910
15/10/10 12:52:07.531
15/10/10 12:52:09.724
15/10/10 12:52:23.403
135/10/10 12:52:36.239
135/10/10 12:52:39.356
135/10/10 12:51:58.494
13/10/10 12:55:00.570
13/10/10 12:52:49.450
13/10M10 12:51:50.114
1510110 12:52:32.317
15/10/10 12:52:39.702

1.370 KB
0.352 KB
0.316 KB
188.000 B
156.000 B
156.000 B
120.000B
112.000B
104.000 B
68.000B
52.000B
52.000B
52.000B
52.000B
52.000 B

1.000 p
3.000 p
1.000 p
3.000 p
2.000 p
2.000 p
1.000 p
2.000 p
1.000 p
1.000 p
1.000 p
1.000 p
1.000 p
1.000 p
1.000 p
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HW sondy + Nemea

« FPGA, 100 Gb/s flow

 Zpracovavaji i informace z aplikacnich protokolu
- napf. rozpoznani HeartBleed

» Rychla statisticka analyza

-~ DNS/NTP/SNMP
amplification

11.10. 2015 LinuxDays 2015 CESNET 13



Treti strany

@EHEEIEILH Botnety, scany, Poodle, Freak

Q ;TEAM GYMRU Otevrené rekurzivni DNS

LATERRSTEZ T-NT TSR Spam, problematické MTA

g Botnety, malware

0000 Ndrodni

2290 cenfrum

DY@ kybernetické Botnety

Q00®® bczpecnosti

11. 10. 2015 LinuxDays 2015 R NET 14



Data, data, data...

« Administratori Casto také provozuji svoje
- IDS, sondy, honeypoty, syslog

 Vlyberou si data, uzitecna pro né
- ... @ zahodi zbytek

Co treba... sdilet?

11.10. 2015 LinuxDays 2015 CESNET 15



Way

den .

Klient/server (glorifikovana fronta - transportni kanal, ne databaze)

Komunita

- Reciprocita - vSechna vase data jsou dostupna pro wardeni komunitu

- ... avSechna data od komunity jsou dostupna vam

Vykon,
hromadné
operace

Filtrovani

Bezpecnost
X509

sifrovani
kontroly dat
peer review

Open/Libre

11. 10. 2015
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IDEA - Intrusion Detection Extensible Alert

Botnet C&C Honeypot

{ 1
"Format": "[DEAO",
"ID": "cca3325c-a989-4{8c-998f-5b0e971{6ef0",
"DetectTime": "2014-03-05T15:52:222",

"Format": "IDEAO",

"ID": "2E4A3926-B1B9-41 E3-69AE-B6B474EBOAS54",
"DetectTime": "2014-03-22T10:12:317",

"Category": ["Recon.Scanning"],

"Category": ["Intrusion.Botnet"], "ConnCount": 633,
"Description™: "Botnet Command and Control”, "Description”: "EPMAPPER exploitation attempt"”,
"Source": [ "Ref": ["cve:CVE-2003-0605"],
{ "Source": [
"Type": ["Botnet", "CC"], {
"IP4": ["93.184.216.119"], “IP4": ["93.184.216.119"],
"Proto": ["tcp", "ircu"], “Proto": ["tcp”, "epmap”],
"Port": [6667] "Port": [24508]
} -
] ’
"Target": [
! {
"Port": [135]
¥
]
¥

« JSON (NoSQL friendly), ale mélka a silné typovana struktura (SQL friendly)

« Rozsiritelnost (producenti mohou pridat svoje klice a data)

e Schopnost oznacit anonymizovana, nepresna, nedplna ¢i podvrzena data

« Schopnost rozlisit udalosti, kde jsme hlavni zdroj, tfeti strany, agregované/korelované udalosti

« Slovniky (mkill, tagy pro popis Source/Target/Detector)

11. 10. 2015 LinuxDays 2015 T 17




Priklad - blacklist

e SSH bruteforce blacklist

Target.Proto contains “ssh”
and not (
Source.Anonymised or
Source.Imprecise or
Source.Spoofed

)

and DetectTime in [now, now-30d]

and (
(Category == “Attempt.Login” and ConnCount > 100)
or Category == “Intrusion.*”

11. 10. 2015 LinuxDays 2015
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Warden - HTTP API

« Server - Python, WSGI (Apache), MySQL
e Protocol - HTTPS + JSON

$ curl 'https://warden.example.com/getEvents?count=1&id=12"
{"lastid": 13,
"events": [
{"Format": "IDEAO",
"ID": "48fb18c4-435d-4cd8-ad8a-fb4c2998f3d0",
"Category": ["Test"],
"DetectTime": "2014-10-19T15:22:20.4091287"}]}

$ curl --request POST --data '{#%$%"' 'https://.../sendEvents'
{"error": 400,
"method": "getEvents",

"message": "Deserialization error, cause was ValueError: Expecting
property name: line 1 column 1 (char 1)",
"detail": {
Ilargsll : 1 {#$°/0A"
}

}

Technicky vyvoj sméruje vzdy od primitivniho pres komplikované k jednoduchému. — Antoine de Saint-Exupéry

11.10. 2015 LinuxDays 2015 CESNET 19




Warden - Python API

wclient = Client(

**read cfg("warden client.cfg")) ret = wclient.getEvents(count=10)
for e in ret:
print e
if isinstance(ret, Error):

wclient = Client( print(“Error: %s” % ret)
url = 'https://.../warden3',
keyfile = 'etc/key.pem',

certfile = 'etc/cert.pem', event = {
cafile = 'etc/tcs-ca-bundle.pem', "Format": "IDEAO",
timeout = 10, "ID": str(uuid4()),
errlog = {"level": "debug"}, "DetectTime": isostamp(datetime),
filelog = {"level": "debug"}, “"Category": ["Test"]
idstore = "MyClient.id", }
name = "cz.cesnet.honeypot.kippo" ret = wclient.sendEvents([event])
) if not ret:

” o

print(“Error: %s” % ret)

11.10. 2015 LinuxDays 2015 CESNET 20



Warden-Filer

« Daemon (rc skript) nebo cronjob
« Odesilani
- Staci vytvorit IDEA soubory v adresari
- Filer je uchopi odesle
* Prijimani
- Filer stahuje udalosti ze serveru a uklada je jako soubory

- Vly si je vezmete a zpracujete

 Platformé nezavislé - muzete s JSON udalostmi
pracovat v jakémkoliv jazyce a jakkoliv uznate za
vhodné

11.10. 2015 LinuxDays 2015 -l 21



Search alerts

[+

Q, Alert database search

Source: Target:
127.00.1 127.00.1
From: To:
2012-12-12 12:12:12 2012-12-12 12:12:12
Detector: Category:
R - Anamaly. Tramc N
- Unspecified - D Attempt. Explait
cesnet.aul/LaBrea Attempt.Login |:|
cesnet au1/SSERY

Availability. DDoS

cesnetaulii < Availability.DoS <

If you use certain queries often, you might consider saving them:

--- Personal query --- v Unigue name far the gquery

Displaying items 1 to 30 (30 items) | Page 1

Detected “ - Source Target Categorization

2015-09-22 13:18:05 -- undisclosed -- Mk 211.240.36.71

2015-09-22 13:13:23 -~ undisclosed - Mk 193.87.171.19

11. 10. 2015

A Availability DoS

A Availability DoS

LinuxDays 2015

AND  OR

Go Advance

Save

Mext

pfal:. SIEM

Report M20150922M-F4amT &

Unprotected access: hitps://mentat-hub cesnet.cz/mentat/unauth/report/3 2WvuPYwWxpyaxZAhxiio

Severity Abuse Created
abuse@vstech.cz 2015-09-22 08:06:37

Report timing
Time period  2015-09-22 06:00:00 - 2015-09-22 08:00:00 (2h)
Delay &m 37s

Report sent  2015-09-22 08:06:37 | Report mailed to abuse contact 'abuse@vstech.cz'

Report magnitude

Event count 400 (400 entered filtering, 0 blocked)

IP count 1 unique IP address

Diversisty 1 analyzer, 2 categories

Report message

13

Wazeni kolegowé,

detekéni systémy CESMETU zaznamenaly ndsledujici problémiy) souvisejici s Was
rozsahem IP adres nebo Yasi doménou (uvedené casy jsou lokdlni:

[1] Systémy na ndsledujicich IP adresdch jsou infikowdny zndmym malware .
souédsti botnetu (Botnet Droned:

* Analyzer: X4
* Popis: Botnet Drone
* Kategorie: Intrusion.Botnet/Malware

P I Cas | # uddlosti

195.113.220.250 | 2815-099-21 15:44:53 - 2015-09-22 07 :14:44 | 480

CESNET
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Pouceni

Nejsou lidi.

- Nejen u nas, ale i v sitich, které se Ucastni
> Snazime se poskytnout data i jinak

- Prehledy, dashboardy

- Starosvetské mailové reportovani

(A je potreba ho dobre vyladit, aby pomahalo, ale nezahlcovalo.)

> Hleddme cesty pro rozsifeni dosahu nasich detektor

- Virtualization, docker

- Tunelovani

- Lehkotonazni sondy
« Chces pracovat jako vyvojar? Ozvi se.

« Mas napad na diplomku Ci bakalarku souvisejici s bezpecnosti? Ozvi se.

Tvym tucelem neni predvidat budoucnost, ale umoznit ji. — Antoine de Saint-Exupéry, Citadela
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A jeste...

Konektory

- Kippo

- Dionaea

- BitTorrent snooper
- RT submitter

11.10. 2015 LinuxDays 2015

A dal?

fail2ban konektor
Generatory blacklistd
Vizualizace

Analyza, korelace
- Reputation shield

Knihovny - IDEA
Procesy

%"%CESNET 24



Incident TOP10 share by country

June 15

W China

B USA
Turkey

B Australia

W Netherlands
Hongkong

W Taiwan
Russia

B Germany

 Poland

Incident TOP10 share

according to number of incidents
per one IP in the country
June 2015

B Fiji

B Maldives
Hongkong

M Iceland

H Mongolia
Israel

M Latvia
Albana

B Montenegro

I France
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M Chinanet CN
M Turk Telekomunikasyon Anonim Sirketi TR
SoftLayer Technologies Inc. AU
June 2015 B CNCGROUP Chinal69 Backbone CN
W CHINANET jiangsu province backbone CN
Ecatel LTD NL
W Data Communication Business Group TW
CariNet, Inc. US
W SoftLayer Technologies Inc. HK
Hurricane Electric, Inc. US
B HOT NET LIMITED HK
M PlusServer AG DE
W University of Michigan US
W Jazz Telecom S.A. ES
Biznes-Host.pl sp. z 0.0. PL
B MCI Communications Services, Inc. d/b/a Verizon Business US
M 013 NetVision Ltd. IL
Contabo GmbH DE
B CNCGROUP IP network Chinal69 Beijing Province Network CN
Abovenet Communications, Inc US

TOP 20 incident share by AS

B HOT NET LIMITED

TOP 20 incident share by AS M Przedsiebiorstwo Uslug Specjal-
istycznych ELAN mgr inz.
according to number of incidents Nikultsev Aleksandr Nikolaevich
per one IP from AS H Ecatel LTD
June 2015 B DELORIAN Internet Services Artur
Grabowski

Nagravision SA
B DataClub S.A.
PE Voronov Evgen Sergiyovich
M Livenet Sp, z o0.0.
WEDOS Internet, a.s.
W Storm Systems LLC
B MediaServicePlus Ltd.
M Black Fox Limited
B CariNet, Inc.
I[radeum Trading Ltd.
B DataWagon LLC
B DDNET SOLUTIONS SRL
HOSTKEY B.V.
B Hosting Solution Ltd.
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Incident TOP20 share by Czech ISP

June 2015

11. 10. 2015

B WEDOS Internet, a.s.
B FDCservers.net
02 Czech Republic, a.s.
B OVH SAS
B Liberty Global Operations B.V. (UPC CR)
CESNET z.s.p.o.
B METRONET s.r.o.
Media a.s.
M itself s.r.o0.
Vodafone Czech Republic a.s.
B PODA a.s.
B T-Mobile Czech Republic a.s.
B CD-Telematika a.s.
B Starnet s.r.o.
T-Mobile Czech Republic a.s.
B CoProSys a.s.
MW |SP Alliance a.s.
WIA spol. s.r.o.
B GEMNET s.r.o.
SMART Comp. a.s.

Incident TOP20 share by Czech ISP

according to number of incidents
per one IP address from AS
June 2015

LinuxDays 2015

B WEDOS Internet, a.s.

B FDCservers.net
Pe3ny Net s.r.o.

B Ladislav Rudolf

B MAXTEL s.r.o.
Vodafone Czech Republic a.s.

B Druzstvo EUROSIGNAL
FreeTel, s.r.o0.

B Brno University of Technology
Futurenet ISP s.r.o.

B CoProSys a.s.

M Tlapnet s.r.o.

B Humlnet s.r.o.

B Marek Smutny
WMS s.r.o.

B CESNET z.s.p.o.

W Dial Telecom, a.s.
TTNET Czech Republic

B INTERNET CZ, a.s.
VSHosting s.r.o.

%"%CESNET 27



Dekuji za pozornost.

O

Preprava posty, prenos lidského hlasu, prenos pohyblivych obrazkii — v nasem stoleti, stejné jako v téch ostatnich,
zlistavd smyslem nasSich nejvétsich tuspécht sblizovat lidi. — Antoine de Saint-Exupéry

11. 10. 2015 LinuxDays 2015 %ﬁﬁmﬁw@ 28




Dekuji za pozornost.

. ISecurityFest!: https://www.cesnet.cz/sdruzeni/akce/security-fest/
. Pavel Kacha: ph@cesnet.cz
. CESNET-CERTS: https://csirt.cesnet.cz/
. Warden: http://warden.cesnet.cz/
. IDEA: https://csirt.cesnet.cz/IDEA
Reputation shield: http://repsh.cesnet.cz/
. Nemea: https://www.liberouter.org/technologies/nemea/
. FTAS: https://www.cesnet.cz/wp-content/uploads/2015/01/Sledovani_provozu_site.T.Kosnar.pdf
. Cowrie: https://github.com/micheloosterhof/cowrie
. Dionaea: https://github.com/rep/dionaea
. ShadowServer: http://www.shadowserver.org/
. Team Cymru: https://www.team-cymru.org/
. UceProtect-Network: http://www.uceprotect.net/
. N6: http://www.cert.pl/news/5350/
. NCKB: http://www.govcert.cz/cs/

Obrazky prevazné https://openclipart.org/, $patny vkus m{j vlastni
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