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KCS#11
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PKCS#11

® API pro kryptografii s verejnym klicem

® Kryptografické tokeny
* HSM, TPM, SmartCard, Yubikey NEO, eID
® Bezpecnost: 2FA

* Privatni kliC pouze na tokenu bez moznosti

ukradeni
* Chraneny PIN, automatické zablokovani
® Pro serverove i uzivatelske klice > e
/
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PKCS#11

® Tvorba klicu zavisla na tokenu/ovladaci [3]
$ LIB=/usr/lib/x86 64-*/opensc-pkcsll.so

S LIB=/usr/lib64/opensc-pkcsll.so
® Ziskani verejneho klice
S ssh-keygen -D SLIB
® Pripojeni
S ssh -I SLIB user@remotehost
® SSH-Agent (také pro server!)
S eval “ssh-agent && ssh-add -s SLIB
(odstranit puvodni klice a restartovat server)
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Lokalni

® Lokalni port » Existujici port na serveru
* Zpristupneni vzdalene sluzby (Sifrovane)
* Vyhnuti se firewallu / filtru obsahu ISP
® Pr. Pripojeni na vzdaleny mysql server
S ssh -L 3306:localhost:3306 mysqgl
$ mysqgl -hlocalhost -P3306 --protocol=TCP -p

°*Co nflg LocalForward



L okalni (oFiklad)

® Pripojeni na vzdaleny HTTP server
$ ssh -L 8080:1localhost:80 server

* Firefox: http://localhost:8080/phpmyadmin/

° # echo “127.0.0.1 server-fgdn” >> /etc/hosts
* Firefox: http://server-fqdn:8080/

ssh -L 123:localhost:456 remotehost

remotehost



Vzddalené

® Port na serveru => Existujici lokalni port
* Zpristupneni lokalni sluzby ze serveru
* Pocitac za NATem, Firewallem, bez verejne IP
® Pr. Reverzni tunel pro pristup do vnitrni site
[local] §$ ssh -R 2222:1localhost:22 public
[public] $ ssh -p 2222 localhost

°*Co nflg RemoteForward



Vzdalené (ofiklad)

® Tunel na kopirovani souboru zpét:

[local] $ ssh -R 2222:1localhost:22 remote
* [remote] $ scp file localhost:file -P 2222

taka
Uuaej

ssh -R 123:1o¢alhost:456 remotehost




Port Forwarding obecnée

®* UNIX domain sockets (openssh-6.7)

$ S=/var/run/mysqld/mysqgld.sock
S ssh -R $S:$S -R 127.0.0.1:3306:SS mysqgl

® Povoleni: [all|local]|remote|no]

* AllowTCPForwarding

* AllowStreamLocalForwarding

® Adresa volného portu
* Vychozi loopback (127.0.0.1)
* Klient: -g

* Server: GatewayPorts



Port Forwarding obecnée

® Sdileni jedineho spojeni
®* ControlMaster auto
°* ControlPath ~/.ssh/control-%1.%r@%h:%p

®* ControlPersist 2m

® Pouze Port forwarding
$ ssh -NTfD localhost:9999 remote

°* _N # no command
PN T T

* -f # background before command execution



Dynamické

® SOCKS proxy
® Presmeérovani TCP/IP provozu pres server

® Podpora IPv6, ,Anonymizace”

® Obchazeni pravidel ISP

Saab!

$ ssh -D localhost:9999 remote

* Firefox: Nastaveni —» Pokrocile » Sit - Pripojeni
— SOCKS host: 127.0.0.1, port: 9999

* whatismyip.com
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SOCKS

= Dynamic Port Forwarding
® Rozdil?

S ssh -D localhost:9999 remote
* Pouze tento pocitac

$ ssh -D 147 32 77 220 9999 remote

'L_“_.,'- '___,{r = _' y

..I..—c

|

; — ol - *-} S -.',- } L 0 5 "e i e, et 9t e e -3- st s 2 et e 'f?w:"l' Al A .-u. \
ﬂﬁﬁﬁﬁ ‘g ie ﬁﬁiﬁﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁﬁﬁﬁﬂ,ﬁ -
qgggp (o} 0000000000000 000069 09
0000000000 ENENENENANENENE0ENENENENANANADNADADADAD
ooquctlt't'iclodbdboc '.. _quQ 'll qﬁi-'oco



VPN

® NetworkManager-ssh-gnome [4], sshuttle [5]
® Rucne:
* Klient:
# ssh -w 0:0 remote
89S Akt
* PermitRootLogin [yes|without-password]
* PermitTunnel [yes|point-to-point]
* Pokud vice nez p2p:
°* # echo 1 | /proc/sys/net/ipv4/ip forward
* Nastaveni site



Ostatni

e hifoasdSEsteS Kb

° # sshfs hostname:/var/www /mnt/vps

® SSHFP: DNS + hostkey fingerprint

S ssh-keygen -r hostname -g

hostname IN TYPE44 \# 22 01 01
33aad4d544e85c8a8264471da2ce9ec85de86933

* ssh_config: verifyHostKeyDNS
® HostKey rotation: Pravidelna vyména klicu

* Klient uklada vsechny serverove klice



Shrnuti

® Kniha ,,SSH Mastery”
® Yubikey: bezpecny klic

® Lokalni x Vzdalene presmerovani
® Obchazeni omezeni pomoci SOCKS proxy
®* Ano, umime také VPN



Otazky?
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/droje a odkazy

[0] SSH Mastery, J.W.Lucas, 2012
[1] http://blather.michaelwlucas.com/archives/1132
[2] http://unix.stackexchange.com/a/115906/121504

[3] https://developers.yubico.com/yubico-piv-
tool/SSH_with_PIV_and_PKCS11.html

[4] https://github.com/danfruehauf/NetworkManager-ssh
[5] https://github.com/apenwarr/sshuttle
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