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CZnic

e Priblizne 1,1M domen, 38% podepsano
DNSSEC

e Ne pouze registr domeny .cz
e CSIRT.CZ
e VVyzkumné a vyvojove oddéleni — CZ.NIC Labs

e Projekty pro dobro Internetu — Open Source

e Knot DNS, Turris, Datovka, Tablexia...

e Sledujte na http://labs.nic.cz
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http://labs.nic.cz/

Smérovani vs forwarding W“

e Router - zarizeni pripojené k vice sitim
e Umi preposlat ,cizi* zpravu - forwarding

e Cestu pozna podle smérovaci (routovaci)
tabulky

e Sestavovani routovaci tabulky — routing

e Statickeé
e Dynamické

- Interni - uvnitr AS rychlé, duverivé, presné
— RIP, OSPF, IS-IS

------ Externi (mezi-AS, pomale, filtr@unic | o
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Nnriblizné — notize BGP



Rozdéleni smérovacich protokolu
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Smerovaci démon

e Na Linuxu (a ostatnich UNIXech) — uzivatelska
aplikace mimo jadro, forwarding v jadre

 Obvykle implementuje vice smerovacich
protokolu

e Smerovaci politika - filtrovani

e Quagga (Zebra) — Cisco syntax
http://www.quagga.net

e OpenBGPd - http://www.openbgpd.org
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Historie projektu

e Start projektu v roce 1999
e Seminarni projekt — MFF UK Praha

e Projekt uspan

e Drobne probuzeni v letech 2003 a 2006
(CESNET)

e PIné obnoveno na prelomu 2008/2009 v ramci
Laboratori CZ.NIC - http://labs.nic.cz
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Cile projektu (1999)

e Open source smerovaci démon — alternativa k
tehdejSimu démonu Quagga/Zebra (a GateD)

e Rychly a efektivni

e Portabilni, modularni

e Podpora sou¢asnych smérovacich protokolu

e IPv6 a IPv4 v jednom zdrojovém kodu — dualni
kompilace

e Jednoducha konfigurace a rekonfigurace (!)
. *'Silny filttovaciijazyk. [ .. 1. 1.1 . CZJMNICIEE
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Viastnosti

e Portabilni — Linux, FreeBSD, NetBSD,
OpenBSD

e Podpora IPv4/IPv6, statické sméerovani, IPv6
router advertisements

e RIP, RIPv2, RIPng
e OSPFV2, OSPFV3
e MRTdump logging

e Bidirectional Forwarding Detection (BFD)

.......................... SPRAVCE
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Viastnosti

@

e VVice smerovaci tabulek - RIBs (interne a také
synchronizace s OS)

 Vice routerd, route reflektorti na jednom
systemu

e Protokol PIPE (1)

e Vice smérovacu, route servert a pod. na 1
systemu

e Efektivni, silna konfigurace, Silny jazyk pro
filtrovani

. ».Prikazova kadka (show, restart,....) CZ.NIC 5t
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Priklad konfigurace
log "/var/log/bird.log" all;

router 1i1d 193.51.100.238;

protocol static {
route 10.0.0.0/8 drop;
route 172.16.0.0/12 drop;
route 192.168.0.0/16 drop;

}
filter bgp out {

if (net = 192.175.48.0/24 )

............. Dt (SouLnce = CZJMIC| I,
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Prikazova radka

bird> show protocols
name proto table
since 1nfo

directl Direct master
Aprll
kernell Kernel master
Aprll
devicel Device master
Aprll
staticl Static master
Aprll

NIX_2 BGP master

NTTY 1 DD mMmMAacd+Arr-

state
up
up
up
up
up
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Prikazova radka u
bird> show route for 127.0.0.1
127.0.0.0/8 dev 1lo

[directl 13:09] * (240)

bird> show route filter bgp out
192.175.48.0/24 dev dummyO
[direct]l Aprl] * (240)

bird> show route count
1469 of 1469 routes for 849

networks = .. ... |
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Odlehéena prikazova radka

e Standardni prikazova radka pouziva libncurses,
libhistory, libreadline

e Lightweight CLI — zadné dodatecné knihovny
e Zejména pro embedded systemy (OpenWRT)
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Filtrovani
function avoid martians()
prefix set martians;

{
martians =
[ 169.254.0.0/16+, 172.16.0.0
/124, 192.168.0.0/16+,

10.0.0.0/8+, 224.0.0.0/4+,
240.0.0.0/4+, 0.0.0.0/32-,

0.0.0.0/0{25,32},
0.0.0.0/0{0,7} 1;

.......................... SPRAVCE
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Filtry
e Filtry kompilovani do byte kodu

e Promeénné (!), Sety

e Datoveé typy: bool, int, ip, prefix, enum, quad,
string, bgppath, bgpmask, clist

e Operatory: +, -, *, /, comparisons, logical,
element_of set (~)

e Kontrolni struktury — if/else, case

e Sady implementovany pomoci vyvazenych
binarnich stromud (nebo podobnych) —

.. Joqaritmicka Casqva slozitost. . . . |
. - -logaritmicka Casova sIozIost . . . CZNIC st




IXP bez route serveru
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IXP s route serverem
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Route servery

e Bez RS
e Kazda sit — n-1 BGP relaci - celkove n*(n-
1)/2
e Sestavovani peeringu z kazdym nove
prichozim
e ZatéZ CPU routerl (pfedevsSim s TCP-MD5)
e SRS

e Pouze jedna BGP relace na sméerovac
(pripadne 2)

e Snizuje pocet BGP relaci

° - o {XP je atraktivni-pro nove pr“’ichoﬁz‘mc POMENY 2



Priklad filtru - RS

e Politika route serveru

Poradi Komunita Akce

1 0:<peer-as> Nepropaguj routu <peer-as>
2 47200:<peer-as> Propaguj routu <peer-as>

3 0:47200 Nepropaguj nikomu

4 47200:47200 Propaguj vsSem

LTIITIIIIIIIIITIII L CZIC



Priklad filtru - RS

e Kazdy ISP zapojeny do route serveru neztraci
svobodu definice své viastni smeérovaci politiky

e Priklad 1 — chci posilat svou sit pouze CZ.NICu

e 10.0.0.0/8 community 47000:25192, 0:47000
e Priklad 2 — chci posilat vSem krom CZ.NICu

e 10.0.0.0/8 community 0:25192, 47200:47200
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Priklad filtru - RS@BIRD

define myas = 47200;

function bgp out(int peeras)

{

if ! (source = RTS BGP ) then return false;

if (0,peeras) ~ bgp _community then return false;
if (myas,peeras) ~ bgp community then return true;
if (0, myas) ~ bgp _community then return false;
return true;

}

protocol bgp R25192x1 {
local as myas;
neighbor 194.50.100.13 as 25192;
import where bgp 1in(25192);
export where bgp out(25192);
rs client;

}
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Priklad filtru - RS@Quagga

ip community-list standard C-0-10001 permit 0:10001
ip community-list standard C-0-47200 permit 0:47200
ip community-list standard C-47200-10001 permit 47200:10001

route-map Policyl0001 deny 10
match community C-0-10001

|

route-map PolicylO001 permit 20
match community C-47200-10001
!

route-map Policyl0001 deny 30
match community C-0-47200

|

}oute-map Policyl0001 permit 40
|
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BIRD v NIX.CZ
e AS112

e Dualni route server

e Linux & FreeBSD, IPv4 & IPv6

e Okolo 130 BGP relaci

e Konfigurace z intranetu a RPSL (RIPE DB)
e Filtrovani dle prefixu a AS path

) NIX-CZ

e Rekonfigurace kazdé 2 hodiny
e 4M znak
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Nasazeni BIRDa - >50% IXP

amsmw “ LIN}( BIX,
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Ocenéni

Conspicuous Contribution to LINX Award 2010

To Ondrej Flllip and his talentad Czech colisagueas,
supported by NIX.CZ and CZ NIC,
for outstanding effort in creating BIRD, an open source
route server platform of great benefit to IXPs



Jina nasazeni

e Netflix Open Connect — CDN/Cache
e BGP/OSPF router u mensich ISP
e Router pro nékteré anycastoveé uzly CZ.NICu

e Pouzivan v malych embedded systémech —
soucast firmware nekterych Wikl AP
(OpenWRT)

e Soucast analyzatoru BGP tabulek
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Program podpory
e Open source
e Smlouvy na podporu

e VVelké Ci vyznamné svetové spolecnositi

e Projekt BIRD v zisku a pomaha financovat
ostatni projekty Laboratori CZ.NIC

e Hledame vyvojare!!!
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Budouci vyvoj

e Integrace IPv4 a IPv6 kodu
e |S-IS

e PIna podpora RPKI

e Zalezi na nejvétsSich partnerech
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Ondrej Filip * ondrej.filip@nic.cz ¢ http://Ibird.network.cz
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